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Foreword

The present dissertation was crafted during my stay at the University of Munster and reports on
my research progress at that time. This published version was revised and contains several
updates compared to the first edition. | added two paragraphs in sections 3.1 and 3.5. I included
this foreword. A curriculum vitae with a list of publications was appended at the end, and |
updated the people analytics paper in the appendix.

My dissertation was made possible by the continuous encouragement and unwavering support
of many friends and colleagues. In particular, my extraordinary gratitude goes to Stefan Klein,
who provided me with the opportunity to work and follow my research ideals. His trust granted
me the autonomy and freedom to embark on a highly individualized PhD journey. Stefan Klein
sees his candidates’ ideas from each their own perspective. He shares my wisdom that a fruitful
discussion is one where the participants learn something. Stefan provided me (and still does)
with timely, relevant, and valuable feedback, which in some cases, | should have listened to
closer. However, as outlined in a seminal article by Martin A. Schwartz (2008) titled
“importance of stupidity in scientific research”, I choose to make my own errors and learn
accordingly. Stefan Klein taught me how to do meaningful research and develop academic
contributions beyond only publishing papers.

Furthermore, | would like to thank Mary Beth Watson-Manheim, who shared her vast
experience with me and, together with Stephan Niesch, agreed to sit on my advisory committee.
| also want to mention Kai Riemer, who inspired me to pursue an academic path, and Mathias
Fischer, who gave me the opportunity and wisdom to kickstart my journey.

This journey would have never come to a successful end without my dear colleagues and friends
from the 10S research group with their day-to-day insights and ideas for my and our research.
A special thank-you goes to my office roomie Jana Mattern, who was the most wonderful
support I could have imagined during my time. On our joint therapist’s couch, she made skilful
use of her psychological background to motivate and cheer me up. If that proved a dead-end,
both she and Tobias Berthold Hoge provided me with a couple of pints in my most dire times.

Last but not least, | want to express my appreciation for my family. I can always depend on my
sister’s support, Linda Hiillmann, who got married during my PhD journey. My parents,
Andreas and Maria, who provide eager advice and always have my back. My mother might
even have suggested, “why not pursue a PhD?” I followed their advice and here I am.

Joschka Hillmann
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1 Algorithmic Management

Headlines about excessive data collection and algorithms that make decisions about
people’s lives are common. Insurance companies want access to health data!, elections
are influenced by targeted advertisements (Persily 2017), and algorithms decide who
receives medical attention in COVID-19 triage?. Data, tracking, and algorithms are
everywhere. Algorithmic management concerns business, politics, and society alike—
every single citizen is affected. We are now living in a world where everyday life is
increasingly digitised, and citizens’ behaviours are tracked, stored, and analysed for
profit. The ongoing controversies surrounding data tracking and analysis emphasise the
need to explore the societal implications of algorithmic management. The emergence of
new technologies and technological approaches, in particular, advances in computing
power and data analysis, storage, and sharing, enable the rise of the “algorithmification.”

This thesis addresses the algorithmification of the workplace, focusing on opportunities
and challenges of algorithmic management at work, and digital traces research on work.
When are the two activities appropriate? How can algorithmic management and digital
trace research be implemented effectively, in terms of validity and meaningfulness? |
contribute insights on these two questions, arguing that they espouse a duality and affect
each other, resulting in a need to balance validity, appropriateness, and meaningfulness.

The structure of the manuscript is as follows. First, | outline recent research on
algorithmic management and digital traces, pointing out where my research contributes.
Then, 1 depict my research questions and the methodology of how I address the questions.
A critical reflection, and discussion follow, concluding with the implications of my
research and open questions for the future.

1.1 Nascent Research in Algorithmic Management

For the information systems discipline, algorithmic management is of immense interest.
At the intersection of organisation, management, decisions, technology, and people, it
understandably garners enthusiasts and sceptics from a wide range of academics in and
beyond this discipline.

The enthusiasts emphasise the benefits of algorithmic management and its applications in
all aspects of society, for example, advances in medical diagnosis, education,
employment, entertainment, and the workplace (e.g., Berente et al. 2019; Chen et al.

L https://www.tk.de/techniker/unternehmensseiten/unternehmen/die-tk-app/tk-app-tk-fit-2023654
(accessed 2020-11-14).
2 https://www.ft.com/content/d738b2c6-000a-421b-9dbd-f85e6b333684 (accessed 2020-11-14).
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2012). Conversely, the sceptics point to the issues that surround implementing
algorithmic management in practice, such as ethics, biases, discrimination, and privacy
violations (e.g., Gal et al. 2020). In this thesis, | focus on the validity and implications of
algorithmic management in the workplace.

Rapid advances in technology and the increasing deployment of algorithmic management
call for more research on the promises and perils of algorithmic management to inquire
how we can reap the benefits while addressing the problems that it poses. Multiple bodies
within our discipline espoused such a call for research. The Management Information
Systems Quarterly published a special issue call for papers in 2019 (Berente et al. 2019),
while Information Systems Frontiers published a special issue call for papers in 2020
(Abedin et al. 2020). The premier International Conference on Information Systems
(ICIS) in 2020 offered various workshops dedicated to the topic, such as “Al Beyond the
Hype,” and “The Future of Digital Work.” Besides the large institutions, distinguished
individuals within our discipline endorse this call for research, such as Shoshana Zuboff
(2015, 2019) and Erik Brynjolfsson (Brynjolfsson and Mitchell 2017). In Germany,
prominent funding bodies such as the State of North-Rhine Westphalia Foundation?, or
the BMAS?, also support research in this topic.

1.2 Defining Algorithmic Management

With many researchers working on this topic, it is not surprising that definitional
differences of ‘“algorithmic management” occur. For this manuscript, I use it as an
umbrella term that includes information systems that automate, augment, support, and
inform decisions. In this context, these decisions are always directly related to people data
or outcomes, which renders the topic sensitive and subject to ethical issues. In my use of
the term ‘“‘algorithmic management,” I exclude decisions that are not related or only
indirectly related to people. Despite the term “management,” the decisions are not
exclusive to an occupational context. Although this manuscript does emphasise the
workplace, the learnings can be translated to other contexts, and later sections address a
consumer perspective in more detail.

Initially, an “algorithm” depicts a well-defined sequence of computational instructions to
solve a deterministic computational problem (Fernandez-Macias 2018, citing the
Merriam-Webster dictionary). In the context of algorithmic management, however, the
term algorithmic is understood in a broader sense. While | do not exclude rigid decision

3 https://www.ki.nrw/zertifizierung/ (accessed 2020-12-06).
4 German Federal Ministry for Labour and Social Affairs (BMAS), https://testing-ai.gi.de/ (accessed
2020-12-06).
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rules from my definition, my focus lies on probabilistic models, which are estimated from
big data and then used to predict outcomes of interest (Crowston and Bolici 2020; Duggan
et al. 2020). The models are based on multivariate statistical analyses, from basic
regressions to complex machine learning algorithms such as random forests or
convolutional neural networks. The data consists of a high number of observations,
depicting logs of behavioural actions called digital traces. The combination of big data
and complex statistics led to the euphemism “black box™ because non-experts cannot
comprehend how an algorithm arrives at its decision. In extreme cases, even experts and
the algorithm developers themselves cannot explain how it arrives at its conclusion (e.g.,
Simonite 2019).

Technological advances and cultural changes are both drivers of algorithmic
management. The technological advances are threefold. First, the processing power of
computers is increasing exponentially, according to Moore’s law, enabling complex
statistical computations in a feasible time. Second, data storage is getting larger and
cheaper, so organisations can track and save data on people’s behaviours for a long time.
Third, the diffusion of technology leads to increased use of smartphones, wearables,
internet of things, as well as digital collaboration tools, for example, chats and video-
conferencing, both of which generate digital traces. Combined, the three factors lead to
the ubiquity of data (Brynjolfsson and McAfee 2014), with humans being called “walking
data generators” (McAfee and Brynjolfsson 2012, p. 5).

Cultural changes parallel the technological advances; that is the willingness of
organisations to share, collect, and analyse data, because they see value in big data and
algorithmic decision-making (McAfee and Brynjolfsson 2012). Reinforcing the diffusion
of collaboration tools is the shift towards virtual and multi-team forms of organising
(Hallmann 2019; Hillmann and Kroll 2018). A contemporary example is the significant
extent of working from home due to the COVID-19 crisis (Mattern et al. 2021). More
generally, the widespread digitisation of social phenomena leads to the availability of
digital traces of many situations. Table 1 lists selected examples, where algorithmic
management has been applied. In the next section, this manuscript provides more in-depth
insights into algorithmic management in the workplace.
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Type of application Authors

Criminal recidivism (Faraj et al. 2018; Lee 2018)

Political micro targeting (Faraj et al. 2018)

Personalised pricing (Badmaeva and Hullmann 2019; Hupperich et al. 2018)
Credit scoring (Abedin et al. 2020; Goad and Gal 2018)

News recommendations (Trielli and Diakopoulos 2019)

Performance evaluation (Gal et al. 2020; Lee 2018)

Hiring (Dastin 2018; Lee 2018)

Ride-hailing (Lee 2018; Mo6hlmann and Zalmanson 2017)
Predictive policing (Faraj et al. 2018; Waardenburg et al. 2018)
Medical diagnosis (Abedin et al. 2020; Lee 2018; Walorska 2020)

Table 1. Applications of Algorithmic Management.
Shaded rows depict algorithmic management in the workplace, non-shaded
outside of the workplace. However, the boundaries if workplace or not are
blurry, e.g., criminal recidivism is work for the legal justice, but not for the
affected criminal.

1.3 Algorithmic Management in the Workplace

The digitisation of work processes with the resulting availability of digital traces
facilitates the application of algorithmic management in the workplace. According to
Duggan et al. (2020, p. 119), such technology “changes how organisations manage work.”
As a result, the deployment of algorithmic management at work raises questions: How do
the roles of managers, workers, and decisions change (Crowston and Bolici 2020)? How
do we manage the algorithms (Berente et al. 2019)? As algorithms perform some jobs,
while workers continue to perform others, established premises about management and
organising may be challenged. What jobs do the algorithms take over?

Inform, Support, Augment, Automate

As | mentioned earlier, the term algorithmic management subsumes decision-support and
automation of decisions. Gronsund and Aanestadt (2020, p. 2) put it well when they assert
that “automation is not an all-or-nothing” phenomenon. Instead, they argue that
algorithmic management occurs alongside a continuum from “manual performance to

automatic performance”.
Crowston and Bolici (2020, p. 2) distinguish the levels of this continuum into four areas:

— inform with no automation (manual information analysis),

— decision support (with automated information analysis),

— blended or augmented decision making (a decision is suggested and accepted by
user), and

— fully automated (algorithm decides and implements decision action).
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The level of automation that can be achieved with algorithmic management depends on
job and task characteristics. Jobs consist of multiple tasks and are characterised into
routine versus non-routine and cognitive versus non-cognitive. Non-routine jobs have a
high task variety, and cognitive jobs have low analysability. High task variety and low
analysability make automation difficult. Typically, jobs are partially automated, in which
selected tasks are automated while others are not. Tasks with well-defined input and
output are likely candidates for automation if enough data is available (Brynjolfsson and
McAfee 2014; Crowston and Bolici 2020). Automating only single tasks of a job requires
attention to the interdependencies of tasks, and the required coordination mechanisms to
ensure proper alignment of the automated and non-automated tasks (Crowston and Bolici
2020).

If tasks are not suited to automation, algorithmic systems might produce invalid results
or decisions with low validity. For example, prediction of temporal rhythms or social
outcomes is notoriously difficult, although vendors claim otherwise (Hullmann and
Krebber 2020; Hullmann and Kroll 2018). Since humans are affected, ensuring proper
automation and valid decision-support is crucial (Hillmann and Mattern 2020).

The benefits of automating tasks through algorithmic management include positive
economic effects (Brynjolfsson and McAfee 2014; Faraj et al. 2018) in lowering prices
and “boosting productivity” (Brynjolfsson and Mitchell 2017, p. 22). A contested
proposition is the reduction of mundane jobs. On the one hand, authors argue that
reduction of mundane jobs is beneficial because workers can perform meaningful tasks
instead (Grgnsund and Aanestad 2020). On the other hand, getting rid of mundane and
straightforward tasks leaves only the complex tasks, which can negatively affect work
quality if there is a skills-task mismatch (Riemer and Peter 2020). Other drawbacks of
automation include the dehumanisation of interactions and lower perceived job security
(Riemer and Peter 2020).

Since many jobs are only partially automated, algorithms and humans must work
together. They influence each other. Humans must work with the results of algorithms
and feed input into algorithms as well as build the algorithms. Lee (2018) suggests a
“transition period” in which more and more algorithms are implemented to address
managerial decisions, leading to a complex work environment which exhibits algorithmic
decisions and human judgement (Grgnsund and Aanestad 2020). The “interactions
between algorithms and humans are under researched,” according to Abedin et al. (2020,
p. 1; via Harper 2019). How is this co-work effective? (Abedin et al. 2020; via Seeber et
al. 2020). If tasks are automated, how does it alter tasks that are not automated? If tasks
are augmented, how does it change the task and the role of worker?
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Such constellations lead to a changing workplace, as the jobs and tasks that humans
perform are altered. Beyond existing roles changing, new jobs and roles may be
introduced. An example of such a new role is the “algorithmist” (Gal et al. 2020;
Waardenburg et al. 2018), who mediates between algorithms and subject matter experts
(e.g., employees and managers as users of the algorithm), having expertise in both domain
knowledge and data analysis. The role acts as a translator. It assesses the plausibility of
the algorithmic output, acknowledges the uncertainty of the decision, and communicates
these things to users. As algorithms assume managerial duties, and responsibilities are
shifted to new roles, the organisational power structures change (Lee 2018). What are the
agency and the accountability of the algorithm and the new roles, especially for erroneous
outcomes (Faraj et al. 2018; @sterlund et al. 2020)?

Despite new roles such as the “algorithmist,” Lynne M. Markus (2017, p. 234) is sceptical
that “keeping humans in the loop is the antidote for algorithmic intelligence risks.” She
argues that complacency (“non-vigilance of what an algorithm does”) and bias (“users
trusting results of algorithms more than they should”) hinder an acknowledgement of the
algorithm’s shortcomings. This is exacerbated by a lack of expertise and errors in using,
designing, and implementing algorithms (Markus 2017).

Expertise and transparency are relevant for assessing the validity of algorithms internally
by organisations, but also externally through algorithmic audits. Suppose managers were
looking to introduce algorithmic management into their organisation by buying software
from the market. They discover that the inner mechanisms and logics of proprietary
software solutions are opaque (Hillmann et al. 2021a). Hence, they cannot evaluate the
validity of the product. A remedy may be legislative regulations that enforce third-party
auditing of algorithmic validity. However, it may be difficult for experts to properly
assess the algorithmic outcomes—in particular as they are susceptible to the specific
context (Howison et al. 2011). More theoretical and empirical work is required to address
these areas.

Accept or Reject

Technological literacy is not only relevant for experts formally assessing algorithms.
Users require technical literacy to make an informed decision about whether they accept
or reject an algorithm’s output. Burton et al. (2020) systematically review the literature,
inquiring under which conditions people accept or reject the decision-aid of algorithms.

Technological literacy shapes users’ acceptance because low technological literacy
prevents an understanding of the algorithm (Burton et al. 2020; Crowston and Bolici
2020). Poor technological literacy results in users who are unable to recognise
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implausible results, and thus are unaware when human intervention may be required
(Crowston and Bolici 2020; Faraj et al. 2018).

A perceived lack of control and autonomy lead to the rejection of algorithmic output
(Burton et al. 2020). Actual lack of control leads to the same rejection, as the mechanisms
of the algorithm may be opaque (Crowston and Bolici 2020; Hillmann and Mattern
2020). Conversely, transparency can enhance the legitimacy and acceptance of
algorithms, moderated by perceptions of meaningfulness of algorithmic decisions (Goad
and Gal 2018). If workers do not trust valid algorithmic output, they will not follow
recommendations, while trying to determine how the algorithm works (Lee et al. 2015).

The Opacity of the Black Box

Determining how an algorithm works and ensuring its validity seems to be a recurring
problem.

With predictive algorithms, people are judged by “their propensity to act rather than on
their actions” (Faraj et al. 2018, p. 3), while at the same time, the “logics of quantification”
are reductionist of people’s intentions, desires, and behaviours (Mayer-Schénberger and
Cukier 2012). The algorithms are based on digital traces, historical behaviours of
individuals, which do not take into account the individual’s complex nature. The
historical data is, by definition, incomplete. The labelling of the historical data to make
the algorithm work is imbued with theoretical assumptions about the world, potentially
leading to confounded outcomes, bias, and discrimination (Berente et al. 2019). The
algorithms reinforce the biases through a feedback loop, exacerbating the relevance of
questions in ethics and fairness (van den Broek et al. 2019).

An illustrative example is the movie “Minority Report,” in which people are arrested
because an algorithm predicts their criminal behaviour—which is not always correct.
Another example from real life is predictive policing and criminal recidivism, which may
promote and reinforce racial biases (Table 1).

For accurate predictions and meaningful decision support, algorithms need sufficient
data. For finding patterns in the data that can be predicted, the patterns must be
sufficiently stable (Crowston and Bolici 2020; Hullmann and Krebber 2020). If not
enough information is available, the algorithm should defer the decision-making to the
human. Otherwise, implausible or erroneous results can occur (Crowston and Bolici
2020; Hullmann and Krebber 2020). Recognising such erroneous results requires
transparency of the algorithmic black box (Crowston and Bolici 2020), which is often not
available for proprietary products (Hillmann et al. 2021a; Hiillmann and Krebber 2021a;
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Hillmann and Mattern 2020). Goad and Gal (2018) suggest various ideas to address these
issues and improve the accuracy and validity of algorithmic management—subsequently
mitigating adverse effects on organisations. Algorithmic management should be
advertised as fallible and reductionist, and the opacity of the internal mechanisms should
be reduced. Instead, the people responsible for the algorithm should seek to explain its
internal mechanisms.

Despite their ideas, further research is needed. Some algorithms are too complex to
understand even for experts and technologically literate people. For example, top Google
engineers still cannot fix the Gorilla image recognition software (Simonite 2019). The
validity of algorithmic management using digital traces, in particular, requires further
research (Howison et al. 2011; Hillmann 2019).

Excursion into People Analytics

“People analytics” is the buzzword for applying algorithmic management to the human
resources function, to optimise hiring, retention, engagement, among other goals.
Levenson (2018) defines people analytics more inclusively, incorporating qualitative
approaches in his definition. However, the dominant understanding is that people
analytics concerns quantitative approaches based on multivariate statistical analyses
(Hallmann et al. 2021a; Hullmann and Krebber 2021a; Hillmann and Mattern 2020).
There is little academic literature on people analytics because it is a practitioner-driven
phenomenon. Nevertheless, the scientific discourse on algorithmic management
expresses many issues relevant to the people analytics hype. Hence, | argue, the topic
would benefit from considering the insights of the algorithmic management discourse
(Hullmann and Krebber 2021a).

14 Summary

The previous section outlines selected areas of research that deal with algorithmic
management in the workplace. Early fieldwork shows that the introduction of algorithms
into the workplace changes how people work, with broad implications for the individual,
group, and organisation. The implications, and the sensitivity of algorithmic management,
give rise to novel research questions that | address in this manuscript:

— In which scenarios is it appropriate and meaningful to implement algorithmic
management?

— What procedures must be established for the correct, fair, and ethically sound
implementation of algorithmic management?
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The questions are closely intertwined with the validity of the algorithm. For example, is
the algorithm powerful enough to decide, or does it merely provide a partial and uncertain
indicator to inform a decision? Acceptance or rejection depends on the perceived validity
of the algorithm. Discrimination and bias are the symptoms of an invalid algorithm.

Assessing the validity of algorithms is contingent on understanding the mechanisms of
an algorithm, which is based on multivariate models that are estimated from digital traces.
With surging interest in collecting and analysing digital traces, the information systems
discipline initiates discussion on proper procedures for working with digital traces, which
I will address in the following section.

2 Digital Traces

2.1 The Tracing of Everything Digital

Already in 2006, Eagle and Pentland (2006, p. 255) claimed that “mobile phones are
wearable sensors.” Today, in 2020, the significance of their claim becomes
overwhelmingly clear, as the contact tracing for COVID-19 using mobile phones is of
extraordinary importance in our fight against the pandemic (e.g., Ahmed et al. 2020;
Martin et al. 2020).

Despite the widespread use of digital traces, the predictability of human behaviour is a
highly contested question. While Princeton professor Arvind Narayanan puts algorithmic
management using digital traces down as “... essentially an elaborate random number
generator” (Narayanan 2019), others suggest that the social behaviour of humans is
predictable to a high degree given the necessary data (Lazer et al. 2009; Pentland 2015;
Song et al. 2010; Stewart 2019).

Research using digital traces has spawned a whole new community called computational
social science, expressing interests in, inter alia, big data analytics, social media analytics,
and network analysis; at the intersection of information systems, computer science, social
sciences, and statistics. Recent publications and commentaries in the information systems
discipline show the relevance and controversy of the topic.

Proponents of digital traces research hold high expectations (e.g., Maass et al. 2018),
claiming that with the ubiquity of algorithms and the “algorithmisation” of the workplace,
digital traces provide novel avenues and opportunities for research (Flyverbom and
Murray 2018; Rahwan et al. 2019). The “algorithmisation” not only mediates change in
the workplace but also makes it visible (Hullmann and Kroll 2018). Hence, previously
unobservable phenomena may be observed (Jackson et al. 2020). It is suggested that the
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computational analysis of digital traces offers new ways of theorising (Hedman et al.
2013) and facilitates the generation of novel theory (Berente et al. 2018). For example, as
“most work practices involve digital technology” (Orlikowski and Scott 2016, p. 2),
digital traces can enable processual research into the micro-practices at work (Hullmann
2019; @sterlund et al. 2020). What actions do people perform? How do they work?
Notably, this has already been suggested in 2001 by Barley and Kunda (via Hillmann
2019).

In 2016, the Management Information Systems Quarterly announced a special issue on
big data and analytics, followed by the Journal of Management Information Systems in
2018. Despite the expectations, cautious voices express concerns regarding the
establishment of proper procedures for analysing digital traces that ensure the validity of
inferences (e.g., Grover et al. 2020). My following questions complement my previously
mentioned questions on algorithmic management, reiterating the correspondence between
the two topics:

— Inwhich scenarios is it appropriate and meaningful to analyse digital traces?
— What procedures must be established to ensure valid inferences from digital traces
analysis?

The information systems discipline is perfectly suited for discussing and applying the
analysis of digital traces (Agarwal and Dhar 2014; Howison et al. 2011). In 2018, digital
traces research occurred in 16% of the papers in the basket of eight journals (Grover et
al. 2020). Despite increasing numbers, Xu et al. (2020, p. 1258) posit that “... so far, the
number of studies using these digital footprints in management research remains
relatively small.” Although our discipline is perfectly suited for digital traces research,
Andersen et al. (2016) argue that we have yet to fully adopt digital traces, and alter our
methods and theories accordingly. Conversely, various authors caution that elevating any
problem that can be addressed with digital traces to an information systems problem will
dilute the core values of the discipline (Grover et al. 2020). Instead, we should
acknowledge that other disciplines, e.g., psychology (Landers et al. 2016) or media
studies (Kneidinger-Miller 2018), utilise digital traces. In this regard, multiple people
(e.g., Landers et al. 2016; Pachidi 2020°) have referenced Abraham H. Maslow’s quote,
“If the only tool you have is a hammer, you tend to see every problem as a nail” (Maslow
1966). They caution that we should not narrowly focus on digital traces. Instead, digital

5 Personal conversation at the “Al and the changing nature of work” Cambridge Network webinar (2020-
12-07).
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traces should complement existing methods (Hullmann 2019; Huillmann and Krebber
2020).

2.2 Defining Digital Traces

Digital traces are historical, longitudinal logs of human behaviours and actions that are
generated through routine technology use (Hullmann 2019). While Berente et al. (2018)
follow this definition and depict digital traces as longitudinal records of information
technology use with timestamps, Andersen et al. (2016) suggest a narrower definition.
They define digital traces as dyadic logs of interactions; that is, exclusively social media
data. However, digital traces must not necessarily be relational nor interactional. Chaffin
etal. (2017, p. 3) and Hedman et al. (2013) consider that digital traces are useful to capture
arbitrary “behavioural constructs [at] the individual and team level.” Digital traces exist
in public and enterprise contexts, e.g., Facebook versus Facebook Workplace (Chen et al.
2012).

Newell and Marabelli (2015) dichotomise the generation of digital traces into passive and
active. Passive generation of digital traces understands them as unobtrusive measures
(Berente et al. 2018) that are a by-product of using information technology and that are
not deliberately generated for research (Grover et al. 2020). In this case, Olteanu et al.
(2019, p. 2) call them “digital exhaust,” for example, logs from communication and
collaboration systems such as email, chat, or social network platforms. The logs are stored
centrally in the hosted locations of the software, and analysts extract them without end-
user interaction, e.g., on premise or in the cloud (Hullmann 2019). The traces can entail
the complete history of using a particular technology (Howison et al. 2011; Hillmann
2019), and people are not necessarily aware that these traces are generated and used for
research.

Example sensors

Example content

Example methods

(Hardware)

Camera

Microphone

GPS location tracker
Bluetooth location tracker
Infrared

(Software)

Desktop capture

Click monitoring

Time tracker

Locations
Peers
Time
Tool use

Network analysis
Parametric statistical
analysis

Linguistic analysis
Web/mobile analysis
Machine learning

Table 2. Examples of Sensors, Content, and Methods.
Adapted from Chen et al. (2012), Eagle and Pentland (2006), Berente et al.
(2018), Hillmann (2019).
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On the other hand, active digital traces are generated through the deliberate deployment
of sensors (Berente et al. 2018). Sensors can be hardware sensors, e.g., sociometric
badges, fitness bracelets (Breiter and Hepp 2018), or software sensors, e.g., dedicated
applications running in the background that collect activity data (Hillmann 2019). Active

digital traces are typically generated and collected directly from the individual’s device.

Hedman et al. (2013) subsume digital traces under “big data” with high velocity, volume,
and variety; petabytes of data on a high number of individuals with a high number of
observations (Breiter and Hepp 2018; Chen et al. 2012). For example, “... 233,444
interactions from 12,017 users” (Hullmann and Kroll 2018, p. 5). However, digital traces
also occur as “little data” (Galliers et al. 2017, p. 185) that produce relevant insights and
focus on a few individuals with a high number of observations. For example, “... 13,062
sent emails over 2.5 years” from five individuals (Hullmann and Krebber 2020), or data
from a single individual with 44,971 observations (Perer et al. 2006). Beyond the size in
terms of number of observations and participants, | distinguish the data granularity by
breadth (“number of measureable properties”) and depth (“level of aggregation within

each property”) (Hullmann 2019).

Structured metadata seldom leads to petabytes of data. For example, the publicly available
archive of GitHub in 2019 has a size of 1.68 terabytes with 588,187,302 observations®.
Although the primary form of digital traces is structured activity logs (metadata),
unstructured data (rich media) can be attached to the activity data, inflating the size. With
social media, for example, the structured metadata provides information about who is the
sender and target of an interaction and at what time the interaction occurred. Attached
rich media could then be the text content of the message, an audio message, or a video
message. In this way, digital traces can lead to massive databases of video, text, and audio
(Christin 2020; Grover et al. 2020) that can be used for qualitative research (Thapa and
Vidolov 2020). In practice, however, rich media is often stripped from the datasets, as
organisations seldom grant access due to the sensitivity of the data and the potential to
leak personal information (Hillmann 2019).

Different trace data requires different analysis methods. For example, social data may be
explored using network analysis (Hillmann and Hentschel 2021; Hillmann and Kroll
2018) or natural language processing (Cetto et al. 2018), while non-parametric machine
learning approaches process clickstream data (Rothmeier et al. 2020). Digital traces may
also be counted in terms of frequency measures, which are then analysed by parametric
methods such as linear regression (Hillmann et al. 2021b; Hullmann and Kroll 2018).

® https://www.gharchive.org/ (accessed 2020-11-18). You can check the size using Google BigQuery,
where you can select a year and view the tab “details.”
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Table 2 depicts some more examples for illustrative purposes. Table 3 depicts a taxonomy
of digital traces.

Characteristic Instance

Nature of Data Historical, longitudinal logs of routine technology use
Relationality Monadic Dyadic

Generation Passive Active

Sensors Hardware | Software
Size Big Data Little Data

Structure Structured Structured with media attached

Table 3. Taxonomy of Digital Traces.
It is not exhaustive but includes the relevant types for this manuscript.

Despite being historical event log data, digital traces are not objective, but rather, reflect
the values and motivations of the individual. They must be seen in the context of the
social situation. The information technology artefact generating the traces with its
software features affects the data (Andersen et al. 2016). The occurrence and absence of
traces must be interpreted with theory and limitations of operationalisation in mind
(Hullmann 2019; @sterlund et al. 2020).

2.3 Datafication is the Driver of Digital Traces Research

Similar to algorithmic management, the increasing digitisation of social phenomena
drives the production and analysis of digital traces. With the diffusion of mobile devices,
wearables, and internet of things (Eagle and Pentland 2006; Newell and Marabelli 2015;
Tonidandel et al. 2018), along with computational advances (Grover et al. 2020), digital
traces become ubiquitous and cheap (Chen et al. 2012; Lazer et al. 2009; Shapiro and
Varian 1999). In particular, work processes are digitised increasingly and observable in
digital traces. Combined with novel computational tools, digital traces present
opportunities for new research and insights (Berente et al. 2018). Chaffin et al. (2017)
remark that these advances in mobile technology will enable data collection at an
unprecedented scale and granularity. Breiter and Hepp (2018, p. 388; citing Damkjeer
2015) provide an extreme example—a person’s first digital trace is generated before their
date of birth, and the last one is “beyond their death.” The opportunities for analysing
digital traces are ample.

Scharkow (2016) asserts that self-reported data is less accurate compared to digital traces.
Perceptual responses, such as surveys or interviews, are subjective and sparse’. For
example, surveys lack continuity even if they are panelled (Eagle and Pentland 2006).

7 Scharkow does not criticise rich qualitative methods per se. Researchers often seek subjective and
perceptual data deliberately.
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The changing nature of work towards distributed and virtual work, crossing spatial and
temporal boundaries, hinders interviews and ethnographic accounts (Barley and Kunda
2001; Hillmann 2019). It is challenging to observe distributed individuals over extended
periods (Hillmann and Krebber 2020). Digital traces promise a less skewed and more
complete account of the historical behaviours of humans than surveys?® (Hillmann 2019).

Recent research proposes how digital traces allow the combination of variance and
process theoretical perspectives® (Pentland et al. 2020)%. Lindberg (2020) alludes to
Shirley Gregor’s (2006) theory types of explaining and predicting. He proposes that with
digital traces, information systems research can combine both types of theory, blending a
process and variance theoretical perspective, and produce novel and richer theories. For
other forms of combinations, see Ortiz de Guinea and Webster (2017).

Digital traces and computational methods are researched to include contextual
information and facilitate theory development (Lindberg 2020; Pentland et al. 2020).
Both theory-driven and data-driven analyses approaches are feasible (Maass et al. 2018).
Inductive and deductive approaches are possible (Galliers et al. 2017). Lindberg (2020,
p. 108) claims that the gap between qualitative and quantitative inquiry is closing. He
cites an argument from DeLanda (2005) about “extensive and intensive properties of
phenomena.” Rich theoretical constructs can increasingly be measured, or quantified,
through detailed digital traces. At the same time, digital traces with attached media allow
for qualitative assessments, and can be used together with other means of qualitative
inquiry (Lindberg 2020). Despite often being depicted as strictly positivist (e.g., Pentland
2015), mixed methods with digital traces can assume different epistemological
paradigms. For example, digital trace research can be conducted under interpretivist or
pragmatist paradigms (Lindberg 2020), and grounded theory approaches are possible
(Berente et al. 2018). Oesterlundt et al. (2020) suggest a sociomaterial approach to digital
trace research together with interviews.

Despite the opportunities, digital traces should not be considered a panacea. Instead, they
are a complementary tool in the academic’s toolbox, which should be used together with
other approaches. The analysis of digital traces poses various challenges and issues that
should be heeded.

8 A thought experiment: if you had unlimited resources and endurance, would an ethnographic account be
more complete than the entirety of digital traces?

® See also Lindberg (2020), as well as Cloutier and Langley (2020). Original work from Langley (1999, p.
693), and Mohr (1982).

10 Please note that Brian Pentland and Alex Pentland, both cited in this thesis, are two different people.
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2.4 Issues and Challenges of Digital Traces

Two central issues of digital traces research are associated with theory and measurement.
To make a meaningful theoretical contribution, researchers should avoid the trap of
empiricism. Instead, the digital traces must be linked to theoretical constructs while
addressing construct validity. Addressing construct validity is complex and requires
caution because the traces are generated in context and cannot be interpreted objectively.

Theory in Research

Landers et al. (2016, p. 480) put it pejoratively and insist on avoiding “brute force
empiricism”. Such studies may suffer from the “streetlight effect” in favouring problems
for which data is readily available over those that need substantive research (Rai 2017).
These studies try to impress with big data sets instead of addressing meaningful problems
that add to cumulative knowledge (Grover et al. 2020). The theory is of secondary
importance and chosen ad-hoc or post-hoc, to fit the patterns in the data. Howison et al.
(2011) call this “theoretical fitting.” In worse cases, empiricist work may randomly test
all possible relationships and generate hypotheses a posteriori (known as “data
dredging”), because by chance you may find something significant, but the findings are
only spurious correlations (Xu et al. 2020). Studies without robust theory tend to be
“incremental and narrowly empirical” (Grover et al. 2020, p. 277), and do not generalise
well from the specific context in which the data was collected. They are merely addressing

“local” problems.

Digital traces research should not be conducted agnostic to theory. Instead, theory should
be established explicitly (Landers et al. 2016), because only with theory do mere numbers
become exciting information (Greenstein 1983, p. 4). The empirical setting of the study
should be linked to a “broader knowledge goal,” and preferably an information systems
research archetype (Rai 2017). It should be considered, however, that theory from
traditional studies in the offline context does not necessarily generalise to a digital
context, as long as it is not evidenced through empirical data (Howison et al. 2011;
Hillmann et al. 2021b). For longitudinal studies, researchers should consider whether the
phenomenon under study is stable for the observation period (Howison et al. 2011;
Hullmann and Krebber 2020).

Context, Interpretation, and Situations

Based on their literature view, Grover et al. (2020) claim that digital traces are often
analysed under an implied positivist paradigm. Despite a high number of observations,
digital traces remain reductionist, and should be understood as signals or indicators, not
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truth (Freelon 2014; Howison et al. 2011). They provide only a reflection on behaviours
and are not objective (Qsterlund et al. 2020). Instead, they can be interpreted in multiple—
potentially opposing—ways (Freelon 2014).

As a result, the context and conditions under which digital traces are generated must be
considered for analysis (Flyverbom and Murray 2018). The routine use of complex
hardware and software systems generates digital traces. When, how, and how much these
systems are used depends on the organisation in which they are deployed—the structures,
context, and specific situation shape the human behaviour and the subsequent trace
generation (Howison et al. 2011).

One example showing that digital traces are not objective is impression management,
where individuals try to game the systems by deliberately producing performance data
and metrics (Pachidi et al. 2016). This can have a detrimental effect on their performance.
By doing this, they spend resources on impression management instead of on producing
profitable outcomes (da Cunha 2013).

Further, absence of digital traces does not mean an absence of activity (Hillmann 2019).
The system’s capabilities define what actions and behaviours generate a trace. A sudden
absence of digital traces may occur due to shutting down a system, cleansing log files,
faulty storage, or a system outage (Xu et al. 2020). Incomplete traces may bias the results
and render them inconsistent, useless, or at worst, misleading. Software and hardware
systems are dynamic, and which behaviours are logged may change (Howison et al.
2011). Thus, the validation of digital traces as a measurement instrument is an ongoing
effort (Chaffin et al. 2017). Proprietary hardware and software systems exacerbate the
problem of the measurement instrument’s quality because the internal mechanisms are
opaque, and researchers cannot check how the system works and generates digital traces.

Beyond the systems that researchers can investigate, backchannel systems or “shadow
IT” may generate data that is not analysed (Hullmann et al. 2021b). To address this,
researchers suggest looking for anomalies or sudden changes in the data (Howison et al.
2011), checking the quality and reliability of the hardware and software systems
generating the data (Chaffin et al. 2017), and consulting experts with “intimate
knowledge” of the hardware and software systems (Howison et al. 2011, p. 20).

Ensuring the quality and reliability of measurements depends on the specific device being
deployed (Tonidandel et al. 2018). Different vendors, or different devices from the same
vendor, yield different measurements. For example, fitness bracelets that measure your
pulse frequency can vary, and the generated timestamps for different chat software can
also vary. Hardware sensors suffer from noise, sensor sensitivity and configuration, or
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misapplications of the sensor (Chaffin et al. 2017; Hillmann 2019). Ultimately,
attributing variance in digital traces that is caused by the measurement instrument to
individuals and their behaviour may render a study’s result invalid (Chaffin et al. 2017).

Construct Validity—L.inking Digital Traces to Theoretical Constructs

Digital traces are logs of historical human actions and behaviours that are not necessarily
generated for research purposes. To derive theoretical insights from digital traces, the
measurement constructs (digital traces) must be linked to higher-level theoretical
constructs (theory) (Chaffin et al. 2017; Howison et al. 2011). Establishing this link is
called “operationalisation,” while assessing the quality of this link is known as “construct

validity.” Do the digital traces measure what you meant to measure substantively (Braun
and Kuljanin 2015, p. 521)?

Establishing the link between digital traces and theoretical constructs is not
“straightforward” (Chaffin et al. 2017, p. 6). The operationalisation of the theoretical
constructs is based on human design choices and must be argued and tested (Chaffin et
al. 2017; Lindberg 2020). However, an argument for the operationalisation is often
missing, and the construct validity in digital trace research is seldom addressed (Braun
and Kuljanin 2015; Howison et al. 2011).

For other instruments, such as surveys, construct validity is meticulously established
through tests, for example, in the psychology discipline. An instrument is deemed valid
for measuring a theoretical construct when it correlates strongly with other instruments
for the same theoretical construct. Braun and Kuljanin (2015, p. 523) formulate it in
statistical terms: “construct validity is established when measures of the same theoretical
construct, measured with different methods (e.g., self-report and behavioural trace)
correlate more strongly with one another (i.e., convergent validity) compared with
measures of different constructs measured with the same method (e.g., all self-report) and
different (e.g., self-report and behavioural trace) methods (i.e., discriminant validity).”

However, establishing construct validity solely through quantitative instruments and
statistical means is difficult, because it is unclear what the baseline or “ground truth” is
(Braun and Kuljanin 2015). Instead, researchers suggest consulting subject matter
experts, or triangulating with qualitative measures (Braun and Kuljanin 2015; Howison
et al. 2011; Hullmann and Krebber 2020).
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Preprocessing and Analysis Decisions

Working with data sets, and in particular big data and digital traces, always requires
preprocessing to avoid the “garbage in, garbage out” fallacy. Preprocessing includes
decisions on cleansing, normalising, or transforming the data; for example, removing all
outliers beyond a certain threshold. But how do you determine this threshold? According
to Xu et al. (2020), such thresholds, or preprocessing decisions, are often arbitrary and
not theoretically guided. Researchers should either argue for their preprocessing
decisions, grounded in theoretical assumptions, or report how other decisions would have
affected the results (e.g., Hullmann et al. 2021b).

Analysing large data sets of digital traces comes with peculiarities that require caution.
Typically the studies are overpowered due to a high number of observations, resulting in
conflated significance values (e.g., p-values). Effectively, given a sufficiently high
number of observations, you will always find significant effects. Instead, more attention
should be paid to the estimated effect sizes and the data generating process (Mertens and
Recker 2020). For dyadic trace data, the assumptions of parametrical statistical analysis
are often ignored and violated (Howison et al. 2011). For example, social interactions on
an enterprise social network or chat platform are by definition not identically and
independently distributed, because if one sends a message, another one will receive a
message. Thus, the two measures—send and receive for two individuals—are not
independent.

Privacy, Discrimination, and Ethics

Privacy concerns depend on the mode of digital trace generation. The active and
deliberate generation of digital traces for research purposes can include informed consent
by the study participants a priori. Participants can voluntarily share their active traces
from only a limited observation period, for example, they wear a sociometric badge for
two weeks. Passive digital traces, on the contrary, are historical logs generated as a by-
product of using a software or device. They potentially span long observation periods,
and may not be deleted or cleared for years. Researchers can only ask for consent a
posteriori, after the data has been generated. When researchers use passive traces,
individuals may not know that their data is being used for research, which poses ethical
concerns (Markus and Marabelli 2017; Tonidandel et al. 2018). For example, studies
conducted on social media platforms such as Twitter or Yammer typically do not inform
each user account that research is going on. The reason is often that researchers only get

11| Garbage in, garbage out* is a phrase from computer science that says if you provide invalid or ,,bad*
input to an algorithm that you will receive invalid or ,,bad* output.
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deidentified (anonymised) data and thus are unable to contact the users. Despite analysing
deidentified data sets, the privacy threat of re-identification exists. Re-identification
works, because the parts of the data set that are not deidentified may be unique to such a
degree that they can be matched with publicly available user information (Cavoukian and
Castro 2014; Narayanan et al. 2011; Rocher et al. 2019). For example, we may conduct a
survey and remove the names of the individuals in the data set, but keep the gender. If
there is only one male in the data set and we know who the male person is. Then, we can
look up what this person has answered in the survey.

Long term and detailed accounts of human behaviour are sensitive, and workplace data
is proprietary. As a result, the data cannot be shared for open access, preventing
independent researchers from replicating the results. Another issue is that the probabilistic
models based on historical traces include historical stereotypes, leading to biased
estimators. Such biased estimators invalidate the results of a study and are a recurring
problem for algorithmic management (Tonidandel et al. 2018).

2.5 Summary

Digital traces are observations of human behaviour and come in different forms, for
example, log files from social media platforms, or measurements from hardware sensors.
They are longitudinal and often collected without the knowledge of the subjected
individuals. With the increasing digitisation of social phenomena at work, digital traces
provide an appealing data source for research and analysis.

However, the pitfalls should be considered when conducting research with digital traces.
Merely looking for patterns in the data does not necessarily produce generalisable insights
that contribute to broader knowledge. Instead, research with digital traces should keep
theory in mind. Linking digital traces to theoretical constructs requires caution,
argumentation, and evidence, acknowledging that they are not generated in a vacuum, but
in social situations with context. Ensuring the validity of digital traces in one context does
not necessarily generalise to other contexts.

Digital traces provide a partial view of human behaviour based on the specific types of
traces used. Here, the instrument used, for example, sensor data, logs from social media,
and its peculiarities, such as measurement noise or technical configuration, should be
recognised. The validity problems are exacerbated by the fact that the computational
methods and algorithms are becoming more complex, leading to an opacity of internal
mechanisms and a lack of explainability (Rahwan et al. 2019). Olteanu et al. (2019)
provide an overview of what can go wrong with analysing social traces.
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Generally, researchers recommend triangulating and performing mixed-methods research
with digital traces, complementing it with qualitative data which provides the necessary
contextual insights and reduces validity concerns. Calls for triangulation are plentiful
(Breiter and Hepp 2018; Freelon 2014; Grover et al. 2020; Howison et al. 2011; Hillmann
and Krebber 2020; @sterlund et al. 2020; Tonidandel et al. 2018). All cited authors in the
previous paragraphs are proponents of triangulation and mixed methods.

Besides theoretical and validity issues, the extent and granularity of data collection raise
concerns of privacy and spawn questions about ethical implications. Individuals cannot
avoid generating traces and are subject to research without their knowledge. Some claim
that with big data, established methods become obsolete, due to the “big data revolution”
(cited from Breiter and Hepp 2018, p. 391). Nevertheless, theorising is as vital as always,
since digital traces are reductionist and only indicators of social phenomena.

Requiring many branches of expertise, e.g., statistics, computer science, organisation, and
sociology, our discipline of information systems is well suited to inform and guide digital
traces research. | have previously argued that the validity of digital traces research does
not necessarily translate from one context to another. When and how digital traces are a
proper measurement instrument requires further research. If and how insights may be
translated to other contexts is unclear, and it remains to be seen how well we can rely on
the validity of prior work, requiring intuition and future research. | suggest a dedicated
effort to validate digital traces in independent studies as a new type of study (e.g.,
Hullmann and Krebber 2020). This thesis provides the first step in that direction.

3 My Research Questions and Outline

Algorithmic management and digital traces are linked in that digital traces analysis is
used as a means for implementing algorithmic management. Recent work on digital traces
understands the topic as a methodological matter, presenting opportunities and challenges
for academia in the application of digital traces analysis. Conversely, algorithmic
management, although not exclusively based on digital traces, makes great use of digital
traces in practice. Here, research addresses the implications of domain-specific
applications of digital traces analysis in society, presenting questions of ethics, validity,
and fairness. Both topics are linked, as proper procedures for digital traces are contingent
on the application context. In contrast, the ethics, validity, and fairness of algorithmic
management depend on the concrete implementation of the digital traces analysis.

As a result, | devise two research questions. The first seeks to identify situations and
domains that are suitable for algorithmic management and digital traces research. The
second deals with the mechanisms and methods, how proper implementation of



29

algorithmic management and digital traces research can be achieved. These questions
guide my research and this thesis:

— In which scenarios is it appropriate and meaningful to implement algorithmic
management and analyse digital traces to derive insights?

— What procedures must be established to ensure valid inferences and appropriate
mechanisms from digital traces analysis, and the implementation of algorithmic
management?

When referring to “meaningful,” I mean that the implementation or analysis yields
significant, relevant, or valuable insights. For example, the application of algorithmic
management in practice can yield improved decision-making, resulting in more
efficiency, productiveness, competitive advantage, or wellbeing for employees; digital
traces analysis in research can lead to original, or novel contributions that add to the
lasting and cumulative knowledge of our discipline. When referring to “appropriate,” |
mean that the individuals involved, including stakeholders such as analysts, developers,
data subjects, managers, and researchers, are accepting of the moral, ethical, fairness,
privacy, and accountability implications of algorithmic management and digital traces
analysis. Under “appropriate” I subsume measuring the extent of data collection, tracking,
and algorithmic management, as it is a prerequisite to discussing appropriateness. The
dimensions “appropriate” and “meaningful” are not binary, but continuous and can
assume different levels of values. Reaching high levels is a tradeoff because meaningful
insights can hurt appropriateness. The first question, thus, balances appropriateness and
meaningfulness.

While the first question addresses in what scenarios and when to analyse digital traces,
the second question emphasises how to do it. What guidelines should be followed when
analysing digital traces to achieve a high validity of the results? Here, the key is finding
the right balance of validity and appropriateness. For example, excessive collection of
digital traces leads to higher prediction accuracy, but less privacy.

There are not only tradeoffs within the two questions, but also between them. How to
effectively implement an analysis depends on the scenario in which it is going to be
deployed. As a result, the questions will neither be answered exhaustively nor definitely.
Instead, the answers will be partial, as they depend on the context, application, and
implementation of algorithmic management using digital traces. Since we can only
address and evaluate these questions per context, this thesis presents selected studies.
Generalising from these studies requires human intuition and judgement, and is thus
subjective. However, this thesis provides my views on the generalisability of the insights
from the studies in the discussion section.
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This thesis does not present a philosophical argument, or an empirical argument on the
morality or ethics of algorithmic management and digital traces. Rather, the focus lies on
the methods and validity of the conclusions drawn, with references to issues of
appropriateness. For the people analytics part, this thesis assesses whether the
practitioners and academics address the topics of appropriateness and validity; for the
consumer tracking part, it quantifies the extent of tracking.

3.1 My Research Quadrant: We and Others—Workplace and Beyond

In this thesis, | classify the selected studies by domain and analyst. The domain refers to
the application context in which the digital traces are collected and analysed; that is, the
workplace, or beyond the workplace (consumers). The analyst refers to the party that
collected and analysed the digital traces (who uses the traces?). An overview of the studies
is depicted in Table 4.

The selected studies focus on the three dimensions of meaningfulness, appropriateness,
and validity of digital traces’ analysis in the workplace. People analytics is such a
workplace topic that is gaining attention, and explores how practitioners use digital traces
and apply them for algorithmic management. A prerequisite to addressing the research
questions is uncovering how practitioners analyse digital traces, including what data they
collect and what purpose their analysis serves. Better understanding of people analytics’
underlying mechanisms allows assessing the meaningfulness, appropriateness, and
validity of digital traces analysis in practice. However, my studies show that practitioners
typically do not disclose sufficient information about their analysis. As a result, their
mechanisms’ cannot be assessed against the three dimensions. This infeasibility of sound
assessment is problematic. For example, lacking validity may lead — intentionally or
unwittingly — to erroneous and potentially harmful conclusions drawn from the analysis
about employees or anyone subject to people analytics (e.g., gig workers, job applicants)
(Gal et al. 2017). Furthermore, people analytics may violate workers’ rights but the
inscrutability of the underlying mechanisms makes it hard to hold companies accountable
for their practices (Hullmann and Mattern 2020).

Responding to the lack of information, I have independently assessed the meaningfulness,
appropriateness, and validity of digital traces analysis through explorative studies. Since
these three dimensions of digital traces analysis depend on the application domain
(Howison et al. 2011), | have created variance and diversity in the domains to determine,
which analysis yields meaningful, appropriate, and valid results. Based on these insights,
I have derived recommendations for digital traces analysis across different application
domains. The application domains are chosen from the context of changing nature of
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work, as the new ways of working are enabled by the increasing deployment of digital
tools and communication and collaboration software (Hillmann 2019). Such software
and tools generate the digital traces, which are being analysed (Hullmann 2019). My
research has implications not only for the methodology of digital traces analysis and
algorithmic management, but also for the theory in the given domain, where it has been
applied.

Retrieving data from organisations to explore the dimensions of meaningfulness,
appropriateness, and validity of digital traces analysis is restricted by privacy regulations
and organisational constraints on data sharing. As a result, this manuscript looks beyond
the workplace at consumer data to test the boundaries of digital traces analysis’ for the
three dimensions, particularly the validity. The topics beyond the workplace are diverse
and include tracking by game publishers, scientific publishers, and online retailers, as
well as data driven business models.

Domain
Workplace Beyond Workplace
Changing Nature of Work Machine Learning
Hillmann & Kroll (2018) Rothmeier et al. (2020)

Hillmann (2019)

We Hillmann & Krebber (2020)
Hullmann & Hentschel (2021)
Hallmann, Krebber, Troglauer (2021)

Who uses
the traces? People Analytics Consumer Tracking
Hillmann & Mattern (2020) Klein & Hillmann (2018)
Hillmann, Krebber, Troglauer (2021) | Badmaeva & Hiillmann (2019)
Others | Hullmann & Krebber (2021) Hillmann & Krebber (2021)

Table 4. My Research Quadrant.

3.2 Digital Traces and the Changing Nature of Work

The changing nature of work community within the information systems discipline
investigates new forms of work. Contemporary trends in organisational structuring
include dynamic, collaboration-intensive work with a growing number of peers. It is
characterised by multi-team or multi-project settings in globalised, distributed, virtual
work that crosses spatial, temporal, and formal boundaries. In this type of work,
individuals assume high autonomy and responsibility. The new forms of work are enabled
by the diffusion of digital technology and the digitisation of work (Hullmann 2019;
Schellhammer and Watson-Manheim 2019).
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Dating back to a call for research by Barley & Kunda (2001), the application of digital
trace research for inquiring about the changing nature of work is catching on. Barley &
Kunda (2001) suggest looking at work practices by analysing longitudinal data traces,
complemented with qualitative data. In Hullmann (2019), I explain that “most work
practices involve digital technology” (via Orlikowski and Scott 2016, p. 2), and argue that
digital traces provide fertile ground for data analysis to yield insights into digital work
activities. Previous research on digital work used a variety of methods, such as participant
observations, content analyses, semi-structured interviews, surveys, or video recordings
(e.g., Espinosa et al. 2003; Poels et al. 2017). However, these methods fall short in the
distributed and dynamic settings of digital work, where it is difficult to observe how
people interact and collaborate. How do you observe people working together in ten
different locations at different times? Given limited resources, you cannot possibly do
fieldwork in multiple locations at the same time®2. As a result, I claim that “reliable
observations of people are difficult, who perform computer-based work or are part of
dispersed teams” (Hullmann 2019, p. 1).

The study thus suggests digital traces as a method. It provides an overview of different
types of digital traces (similar to Table 3), and proposes several guidelines for the
application of digital traces research. The study addresses the question of what proper
procedures must be established for the valid application of digital traces analysis.
Subsequently, this thesis includes four studies that explore different scenarios for the
application of digital traces.

In Hullmann and Kroll (2018), we explore the aspect of dynamic team assignment and
collaboration. Looking at communication in enterprise social networks, we predict the
success of social onboarding, the socialisation process of new hires adopting the norms
and culture of the assigned team or project. The study triangulates two different data
sources of digital traces and shows implications for construct validity and semi-
automating the process of team assignment.

In Hullmann and Krebber (2020), we identify temporal rhythms from email trace data.
The changing nature of work leads to more complex schedules with less management
control. Individuals need awareness of their colleagues’ temporal rhythms and must align
their temporal structures accordingly to enable effective collaboration. Following the
“little data” paradigm, we looked at over 13,800 emails sent between 2017 and 2019 for
five individuals and triangulated the results with semi-structured interviews. We were

12 Technically, with surveillance cameras it would be possible to visually observe the people at the same
time. See also my previous thought experiment.
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interested in knowing whether digital traces present an appropriate and valid approach for
inquiring about temporal rhythms.

Our study Hillmann et al. (2021b) puts forward that communication tools are essential to
effective collaboration in distributed settings. It appropriates a reductionist interpretation
of the media repertoire (Watson-Manheim and Bélanger 2007), which we call media
collection. We identify the prevalent set of media collection in use at a wholly distributed
organisation and quantify which factors lead to the choice of a media collection. This
study can be understood as a replication study, that seeks to corroborate existing theory
on media collections and media choice by using digital traces in a distributed setting.

In Hillmann and Hentschel (2021), we look at digital traces from an enterprise social
network. We quantify whether the organisation’s communication tends to follow the
formal organisation structure, or the informal structure. The formal structure is based on
the organisational chart and intended communication paths, whereas the informal
structures is the communication that does not follow the chart, or was not deliberately
intended. We quantify which antecedents, e.g., homophily, proximity, hierarchy position,
attitude, have a significant effect on the distribution of informal and formal
communication in the organisation.

3.3 Digital Traces and People Analytics

The second topic in the domain of the workplace is people analytics. This topic is gaining
traction as companies recognise the potential of using the digital traces of their employees
for analysing and ultimately managing them more effectively.

My three studies on people analytics focus on practitioners, using digital traces and other
forms of data, to inform organisational decision-making for people-related outcomes.
Hence, we investigate others’ use of digital traces in the workplace. We consider the
appropriateness and validity of their approaches. As a nascent field, we want to
understand how academics and practitioners understand people analytics.

In Hillmann and Mattern (2020), we introduce the topic of people analytics from an
information systems perspective. We highlight three challenges of the field with regards
to people analytics. First, the term “people analytics” is loaded and ambiguous, because
different people mean different things when using this term. Second, the value
propositions of people analytics lack empirical backing; the internal algorithmic
mechanisms are often opaque. Third, we expose that the extant literature does not
sufficiently address the appropriateness of people analytics, such as privacy, ethical,
moral, and other implications. The study calls for further research on people analytics and
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provides a categorisation schema, grounded in management information systems and
decision support systems literature, that we use in the two subsequent studies (Hullmann
et al. 2021a; Hillmann and Krebber 2021a).

In Hullmann and Krebber (2021a), we present the results of an exhaustive literature
review across practitioners and academic literature to capture all the different mental
conceptions people may have when referring to “people analytics.” To achieve mutual
understanding when using this term, and enable future research, we provide a
morphological box on people analytics. The morphological box is a multi-dimensional
categorisation for non-quantifiable characteristics that allows the selection of multiple
characteristics per dimension. By using the morphological box, people can ensure that
they have the same understanding of “people analytics” when discussing the topic. A
mutual understanding is crucial because judging the appropriateness and meaningfulness
of people analytics endeavours is contingent on the selected understanding.

While the study Hullmann and Krebber (2021a) examines the literature of practitioners
and academics, thus capturing what people express about people analytics, Hullmann et
al. (2021a) presents the results of a market and vendor analysis. It looks at the IT artefact
of people analytics. As opposed to summarising what consultants say about people
analytics, the study depicts what solutions are discussed and sold under the term “people

analytics.”

Together, both studies produce a holistic view on the state of the art of people analytics.
They question the opacity of proprietary solutions and services which render it
challenging or impossible to judge the validity and privacy, among other issues, of
algorithmic management of the human resources function. Interestingly, the
consultancies do address the question of whether people accept or reject algorithmic
decisions. They recommend different ways to convince the employees by sophisticated
change management approaches.

3.4 Consumer Tracking and Churn Prediction

Despite the focus on algorithmic management in the workplace, the remaining four
studies address algorithmic management and digital traces analysis in consumer domains
such as online retail, online scholarly databases, and online multiplayer games.

The accelerating digitisation of society and social phenomena drives the topics in this
thesis. Humans cannot avoid generating digital traces. Putting this thesis into a societal
and economic context, the short essay (Hillmann and Krebber 2021b) outlines the

evolution of the data economy. “Data economy” is a neutral term that we use to depict an
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economic perspective that understands data as an economic good that can be used for
analysis (e.g., algorithmic management), or that can be traded. Others have coined
different terms to emphasise selected issues surrounding the data economy, e.g.,
surveillance capitalism (Zuboff 2015), or data capitalism (West 2017). The essay traces
the history of the data economy and reports the current market value and extent of the
data economy in Europe. It raises several questions regarding the implications of
digitisation, including the increase of tracking and personalisation. In the following, I use
the phrase “tracking and personalisation of services” synonymously to algorithmic
management in consumer domains®,

The acceptance and implications of tracking consumers online for the implementation of
personalised services such as news, content, or prices, is part of an ongoing debate (Table
1). Due to the opacity of online service providers regarding their data tracking and
analysis practices, research is concerned with identifying and quantifying the extent of
personalisation of online services. The two studies Klein and Hullmann (2018), and
Badmaeva and Hillmann (2019) belong to this type of research. They are similar to the
people analytics studies in that they seek to expose and understand what others are doing.

Klein and Hullmann (2018) expose and criticise the changing business models of
scientific publishers. Using Elsevier as an example, the study illustrates how scientific
publishers integrate their vertical value chain of academic value generation. They gather
excessive amounts of data on scholars and act as analytics service providers, not
publishers. The study calls for a debate on Elsevier’s business practices regarding data
privacy and the abuse of its oligopolistic market position.

Likewise, Badmaeva and Hullmann (2019) seek to expose price discrimination practices
in German online retail. The study examines the extent of personalised price
discrimination using a triangulated approach of automatic crawler, survey, and
documentation review. It does not find any evidence for personalised prices.

Due to the algorithmic opacity, neither study assesses the validity of the algorithmic
systems. Instead, the goal was to get more information about data tracking and
personalisation in practice, which is the prerequisite for discussing the questions of
appropriateness and meaningfulness. Without this information, the questions can only be
addressed hypothetically from a normative standpoint. Such an explicit ethical argument
Is not the goal of this thesis, as mentioned earlier.

13 “Tracking and personalisation” and “algorithmic management” are both broad phenomena. I focus on
the intersection of the two.
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The last study is Rothmeier et al. (2020). Unlike the two former studies, it does not try to
identify the extent of tracking on the internet. Instead, it is comparable to the “changing
nature of work™ studies, because it seeks to establish proper and valid means for churn
prediction. To this end, Rothmeier et al. (2020) evaluate machine learning models with
varying configuration regarding their prediction accuracy. Actions related to user
retention can be automated or semi-automated depending on the prediction accuracy.

3.5 Summary

People analytics is an emerging topic. It depicts the algorithmisation of decision-making
through quantitative analysis of employee behaviours in people-related organisational
processes such as hiring, retention, or staffing. Driven by commercial software vendors
and service providers, the market segment of people analytics’ tools and services can be
characterised as opaque with respect to the collected data and employed algorithms. To
shed light on this market segment, I have conducted two studies looking at people
analytics tools and consultancy services. These studies provide a novel classification of
people analytics, contributing to a new understanding of how vendors and consultancies
vary in goals, collected data, and underlying mechanisms. The studies find that employee
behaviours are analysed using digital traces, enabled by increasing data availability,
behavioural visibility, and advances in computational analyses (Leonardi and Treem
2020). However, transparency with respect to the inner workings of the mechanisms
remains scarce. Vendors and service providers offer little empirical backing that their
digital traces analyses are meaningful, appropriate, and valid. They hide the exact
mechanisms of how the employed methods work and what data is collected. The overall
logic is data-driven and inductive, and there is lack of theorization. Only few vendors
refer to established theories to substantiate or justify their analysis results. It remains
unclear whether the data is appropriate to the companies’ goals and whether the sought
analysis results are valid. A reflection on boundary conditions, that is, the scope of
generalisability and applicability of findings to other data sets, is missing.

Since the meaningfulness, appropriateness, and validity depend on the context and
prediction task, | conduct multiple studies to generate insights on digital traces analysis.
The selection of studies is partly opportunistic, partly exploratory, addressing different
application domains to create diversity and variance. First, | depict different types of
digital traces that enable different kinds of analyses. Akin to people analytics, | focus on
social and behavioural traces. | use social trace metadata without any content to predict
the onboarding success of prospective hires. The prediction quality is mediocre. As a
result, | evaluate whether interviews or increasing the amount of data improves the quality
of the results. Triangulation with interviews, indeed, provides a rich context and leads to
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an improved understanding. Increasing the extent of data collection is achieved by
looking at churn prediction in an online multiplayer game where every single user activity
is logged. Again, more data has significantly improved the prediction accuracy.

The juxtaposition of the different contexts, domains, and perspectives (“we versus others
using traces”) allows me to evaluate the generalisability of my results regarding
meaningfulness, appropriateness, and validity of algorithmic management using digital
traces. | discuss generalisations from the individual studies beyond each specific study
context, drawing higher-level conclusions about the nature and impact of algorithmic
management using digital traces.

| frame the answer to these questions as “it depends”. Algorithmic management is neither
the panacea, that is, digital traces are not the magical instrument to provide novel insights
of unprecedented magnitude; nor is people analytics an approach to turn the workplace
into an Orwellian dystopia (even though some may try to do that). Rather, digital traces
will provide a useful and complementary data source for academic and managerial
inquiry, in so far its limitations, the extent of its validity, and the potential for unintended
side effects are properly taken into account.

4 Methods

Addressing my two research questions requires a mixed-methods approach. We explore
selected problems in the changing nature of work, and develop proper procedures for
digital traces research by analysing digital traces and triangulating the results with
interviews and secondary data sets of traces. The purpose of triangulation is to corroborate
and confirm the quantitative findings and to strengthen the robustness of the inferences
(Venkatesh et al. 2013). Following this approach, the data is collected from distributed
organisations, with a global IT services provider supplying most of the data. | analysed
the data using parametric statistics (e.g., regression analyses), nonparametric statistics
(e.g., decision trees, neural networks), and social network analysis in the open-source
statistical programming language R. Interviews were coded manually.

We review websites, policy documents, as well as practitioners’ and academics’
literature, to explore the extent of tracking and the mechanisms of people analytics. The
literature was coded inductively by at least two researchers using pen and paper and
Excel. In one study, we programmed software and conducted a survey. Both instruments
measure the extent of tracking and personalisation. The details of the methods are not
provided here, as they are found in the respective papers. | give a critical reflection of the
methods and discuss opportunities for future research in the discussion section.
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There is the question of commensurability of qualitative theory generated by
ethnographic and other means with analysis results based on digital traces. This question
is rooted in the differences between the interpretivist and positivist epistemologies.
Whereas the theory generation followed interpretivist or relativist paradigms, the origins
of digital traces research (and computational social science) are rooted in Auguste Comte
and Emile Durkheim, with proponents today advocating buzzwords such as social physics
(Pentland 2015). Pentland argues that with just enough data, we can observe and explain
the entire social world objectively. @sterlund et al. (2020) posit a differing stance and
suggest that digital traces research can fit the interpretivist paradigm and merely provides
a lens into complex social phenomena. While | do not resolve this debate or make a
philosophical argument, it is helpful to understand that the differences between these two
paradigms are a contributing factor to the issue of construct validity. Rich and contextual
theoretical propositions cannot always be operationalised using basic digital traces and
require triangulation with other data sources, hence my use of mixed-methods research.

5 Discussion

For the discussion section, | advise my students to think about future work. What should
future work include in the methods or theory section, based on your results? What are the
methodological and theoretical implications? In the case of this thesis, merely following
my advice may be counterproductive, because | have already included my broader
insights in the previous sections. Instead, I might opt for highlighting the insights of every
single study included in this dissertation. However, this would merely be repeating the
respective studies and would be overly specific.

Geletkanycz and Tepper (2012) note that the discussion section is somewhat paradoxical.
It presents an end to one study, but offers a beginning for others, spawning new ideas,
questions, and problems. They suggest looking for a middle ground; that is, the collective
results of the study. Based on the collective results, authors should argue for the broader
meaning and significance of their study, without “meandering” or “overreaching” (p.
259). Why should the study be published or shared? What are the implications for
scholars, practitioners, citizens?

In the following, | attempt to find such a middle ground. In doing so, | deviate from
Geletkynycz and Tepper (2012) and present a critical summary of my results, because
this thesis is a collection of papers, and revisiting the results to discuss them strikes me
as beneficial for the reader. After reflecting on the results, | string them together and
address the two research questions, emphasising the tradeoffs among appropriateness,
meaningfulness, and validity.



39

5.1 Critical Reflection

Although each manuscript dedicates a section to its limitations, the manuscripts do not
elaborate on the limitations in detail due to space restrictions. Here, | expand on the
limitations, and discuss the key takeaways of the studies’ results. I address the
manuscripts in the same order as | introduced them earlier. For each manuscript, I
summarise its results, depict its methods and theoretical implications, and show its
takeaways for the overarching two research questions of this thesis (four paragraphs per
manuscript). For brevity, | will refer to the research questions and dimensions using the
keywords in Table 5.

Keywords What | refer to

Research Questions

Scenarios, Applications, or Domains In which scenarios is it appropriate and meaningful to

(When?) implement algorithmic management and analyse digital
traces to derive insights?

Methods, Procedures, or Guidelines What procedures must be established to ensure valid

(How?) inferences and appropriate mechanisms from digital
traces analysis, and the implementation of algorithmic
management?

Dimensions

Appropriate For example, ethics, morality, privacy, fairness,
accountability, transparency.

Meaningful For example, profitable, efficient, contributing to
wellbeing, satisfactory, original, novel.

Valid For example, accurate numbers, correct results.

Table 5. My Research Questions and Dimensions.

Huallmann (2019) — Construction of Meaning

The manuscript provides a brief conceptual overview of digital traces. It details what
digital traces are, how they can be generated and collected, and provides guidelines for
their analysis. In other words, it proposes proper procedures for the valid application of
digital traces analysis. The manuscript (Hillmann 2019) informs the taxonomy of digital
traces that is found in the previous section of this thesis.

The manuscript is preliminary: the literature review is not exhaustive. The length was
limited to five pages by the workshop*¢, and other works about the application of digital
traces research have only appeared in 2020; for example, the works mentioned in this
thesis (e.g., Grover et al. 2020; Pentland et al. 2020). As a result, the manuscript
substantiates its arguments about proper procedures for digital traces research with

14 Pre-1CIS 2019, International Workshop on The Changing Nature of Work.
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examples from two pilot studies, empirically. Since the guidelines are based on empirical
cases, future research should clarify how they generalise to other contexts. Further
empirical evidence is required to corroborate the propositions and discuss the benefits
and drawbacks of the suggested guidelines, towards a methodological consensus in the
information systems community.

Beyond the methodological considerations, the manuscript provides an earlier version of
the digital traces taxonomy compared to this thesis. It focuses on the data sources and
extraction methods of digital traces as well as on the purpose of analysis. However, other
aspects of digital traces, such as devices for collection, types of traces, software, or the
data content of traces are not addressed (cf. section 2.2). As a result, the picture drawn of
digital traces in Hullmann (2019) is not exhaustive, but presents a starting point which |
have picked up in the theory part of this thesis.

The manuscript shows that digital traces provide prospects for asking questions in the
domain of the changing nature of work. Future research can extend the taxonomy of
digital traces to illuminate when and how digital traces are appropriate, meaningful, and
valid to use, contingent on the type of digital traces chosen. Different types of traces are
suited to address different types of research questions. Using the wrong type for
addressing a research question renders the results invalid or at least misleading. Hence,
future research with digital traces should consider the taxonomy and guidelines to avoid
such mistakes. The taxonomy can be extended by conducting a systematic literature
review. Besides implications for academic methodology, practitioners should heed the
lessons learned. Digital traces do not provide an orbuculum or clairvoyance. While they
complement existing data sources to gain differentiated insights about organising work,
the epistemological limitations should be considered when implementing organisational
change based on digital trace analysis or algorithmic management. In particular, vendors
selling software solutions and consulting services based on digital traces should disclose
their approaches and potential shortcomings (Hillmann et al. 2021a).

Hallmann and Kroll (2018) — Social Onboarding

The study on enterprise social networks and socialisation estimates the effects of seven
user roles on the onboarding success of existing hires onto new project teams. Despite
mixed results, it shows that two of the selected roles can be used as indicators to inform
the onboarding process. It highlights the importance of construct validity for digital traces
research.

The operationalisation of the theoretical constructs from Bauer & Erdogan (2011) is based
on user roles which are derived from the literature on enterprise social networks (e.g.,
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Angeletou et al. 2011; Smith et al. 2009). This literature uses explorative analyses, such
as cluster analysis or exploratory factor analysis, to identify user roles from the digital
traces of enterprise social network platforms. For example, a high level of activity, that
is, posting or liking content, represents a cluster of “power users” (Hacker and Riemer
2020, p. 14). In our study, we mapped these user roles to the behaviours described in the
socialisation model of Bauer & Erdogan (2011) based on an argument that the
descriptions of the roles and the model constructs describe the same behaviours.
However, the mapping of these user roles to the socialisation model of Bauer & Erdogan
(2011) has not been empirically validated. The Bauer & Erdogan (2011) model has been
operationalised through surveys, and it is unclear whether digital traces, from which the
roles are derived, measure the theoretical construct in the same way. We ensured construct
validity through a rational argument, but not through empirical evidence. Future studies
would benefit from empirical instrument validation and a longitudinal study design. The
analysis in Hillmann & Kroll (2018) is cross-sectional and lacks data on the temporal
changes in communication behaviours.

The study finds that focussed communication with peers has positive effects on
socialisation success. Conversely, being widely connected and popular within the
organisation as a whole does not help an employee to socialise with a newly assigned
team. Mere connectedness does not lead to cohesion and trust. The results indicate that it
is harder to onboard onto bigger teams than smaller ones.

The manuscript shows that using only digital traces from enterprise social networks
provides a limited lens for analysing complex social processes, and that social factors are
not necessarily linear. Operationalising the theoretical constructs into meaningful
measures remains challenging, and suggests that a mixed-methods approach, including
triangulation of data sources, may be needed. Triangulation promises better reliability of
findings and remains a valuable approach that—moving forward—the information
systems discipline has the expertise to implement. Future studies on onboarding should
validate the user roles and enterprise social network traces against established survey
metrics. Results from an analysis of enterprise social network traces should be seen as
indicators, and interpreted cautiously. Predicting onboarding success with digital traces
requires further research. Future studies can look into other types or more fine-grained
digital traces in the future; for example, rich media (text content) of the enterprise social
media (e.g., Cetto et al. 2018). Generalising from social onboarding to other social
processes, various tools in practice promise valuable insights from such analyses
(Hdllmann et al. 2021a). However, context, impression management, and other obstacles
to validity are not dealt with transparently. It is unclear to prospective users whether the
metrics have been empirically validated in an appropriate manner.
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Hallmann and Krebber (2020) — Temporal Rhythms

The study on temporal rhythms reviews existing literature on temporal rhythms and
explores how the triangulation of digital traces and interviews can generate novel insights
about temporal rhythms.

The study explores 13,800 sent emails of five participants between 2017 and 2019. The
results are then triangulated with semi-structured interviews. Only emails were used as
digital traces, as other traces were unavailable. The number of collected emails enables
estimating stable and aggregate temporal patterns. The estimation of dynamic patterns
requires more data in breadth and depth (Hullmann 2019). The validation of the email
traces via interviews depends on the subjective memories and statements of the
participants. Beyond interviews, working time diaries and timekeeping software provide
data sources for validating the digital traces that are not skewed by the memories of the
participants.

The nine-to-five workday is still relevant for the selected sample. However, the insights
should be interpreted within the restriction of the sample, as it is comprised of five people
from a specific domain of knowledge work and, therefore, generalising beyond the
respective organisations requires caution.

The study illustrates a novel algorithm for detecting breaks at work, and estimates higher-
level patterns that are stable across the timeframe, such as start, end of working day, and
breaks. Future work could estimate what level of data granularity is needed to achieve
high predictive power, to predict dynamic patterns. For example, a simulation model
could estimate the predictive power as a function of data granularity that depicts the
breadth, depth, and number of digital traces (Hullmann 2019). Meaningful and valid
digital traces research, in most cases, requires a stable phenomenon, as predicting
dynamic patterns requires excessive amounts of data (Howison et al. 2011). Activities
and actions not logged as digital traces are agnostic to the analysis, but the absence of
traces does not mean an absence of activity. Rough data yields rough precision (“garbage
in, garbage out”). The context is missing with only traces. Triangulation provides context
and helps us understand patterns; for example, participants explained that the absence of
traces were due to holidays or vacations. Workplace analytics tools relying on similar
analyses should be met with caution. Nevertheless, digital traces provide a meaningful
data source for future investigations of phenomena like temporal rhythms in the
workplace.
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Hallmann et al. (2021) — Media Collections

The study corroborates established theory on media choice in a purely distributed work
setting by using a sample of digital traces.

It uses monthly aggregated statistics of digital traces because daily detailed logs were
unavailable in the data set. As a result, we performed a high-level correlation analysis that
opts for a parsimonious measurement model, considering high-level social effects. On the
contrary, the study does not open the “black box,” does not take a process view, and does
not examine the mechanisms of the analysed social effects (Zuckerman 2017).
Limitations of the study, therefore, include that the measurement constructs do not
capture how and why the effects occur, but they capture the extent of the effects instead.
The analysis does not consider the context of media choice, which has previously been
investigated in qualitative studies such as Watson-Manheim & Belanger (2007). Since
only data on Microsoft 365 tools is available, the analysis misses any form of tool use
beyond Microsoft 365. Dyadic and group-level effects are not addressed, and the analysis
is only cross-sectional, as it does not contain longitudinal measurements.

The large and unique data set of digital traces from a distributed global services provider
to corroborate existing theory is meaningful. The digital traces substantiate that the
supervisor correlates with an employee’s media choice, also in distributed teams.
Expectedly, the physical location does not matter in purely distributed settings. Being in
the same organisational subunit does not show a significant association with media
choice, presumably because informal peers, as well as the specific tasks, are more
important (Fulk et al. 1990). The study shows that despite new tools, such as chat and
enterprise social networks, email remains the core communication tool in 2019. Smaller
media collections, that is, fewer tools used routinely, prevail over bigger ones.

For future studies with digital traces on tool use, more traces in breadth and depth are
encouraged (Hillmann 2019). Instead of monthly aggregated data, discrete event-log data
of single user actions with timestamps provide longitudinal insights based on
computationally intensive algorithms and elucidate the tool usage behaviour of users in
great detail, for example, how tools are used (cf. Rothmeier et al. 2020). Dyadic data and
triangulation with other data sources enable the inclusion of context sharply into the
analysis. Shadow IT and backchannel systems must be considered when interpreting the
results. The extraction of digital traces from production-level systems is costly. As
opposed to temporal rhythms and social onboarding, construct validity is not an issue for
measuring the extent of media use. Deriving meaningful and valid insights is
straightforward, as the digital traces describe routine tool use on a basic level. Tool use is
not a higher-level theoretical construct that requires sophisticated operationalisation.
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Researchers can complement the study with other data sources to identify the antecedents
and effects of tool use.

Hallmann and Hentschel (2021) — Informal Drivers

The study examines the antecedents of formal and informal communication. It infers the
informal social structures of the organisation by analysing the digital traces from the
enterprise social network of a global distributed services provider. These informal
structures are compared to the formal organisational chart to compute the distribution of
formal and informal communication. Then, the study estimates the influence of the
antecedents, e.g., homophily, proximity, hierarchy position, and attitude, on the
distribution of formal and informal communication.

Methodologically, this study combines regression analyses with permutation-based
equivalence tests of enterprise social network data. To the best of my knowledge, this has
not been computed before, as | could not find a study in the reputable information systems
outlets, except for Goh and Bockstedt (2013) who perform an equivalence test but not a
permutation-based one. Our study’s approach gracefully handles the violated assumptions
mentioned by Howison et al. (2011), cited previously. It is informed by multiple
disciplines. Permutation testing of network data comes from the sociology of animal
networks (Farine 2017; Farine and Whitehead 2015), also suggested in human sociology
(Borgatti 2004), with equivalence tests coming from psychology (Lakens 2017, 2020;
Lakens et al. 2018).

Preliminary results indicate that the hierarchy position, attitude, and size of the
organisational unit have a significant effect on the distribution of formal and informal
communication. Being high up in the organisational hierarchy correlates with formal
communication. This is expected given that senior managers are at the top of the
organisational line chart. An open attitude and small organisational units correlate with
informal communication. If you have only a few people on your team, you are likely to
talk to other teams to perform your job.

Enterprise social network traces have been used previously to examine informal
structures in organisations. However, the combination with active directory data, such as
the organisational chart, may open avenues to inquire about the interplay of formal and
informal structures, which is under researched. Project management and enterprise
resource planning software contains data about work-, task-, and team-assignment and
may yield meaningful insights for future studies about formal and informal structures.
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Hallmann and Mattern (2020) — Three Issues

The manuscript provides a brief overview of people analytics and criticises the status quo.
It argues that people analytics papers, both academic and consultancy papers, lack in
theory, and are not corroborated by empirical evidence. According to the manuscript, the
field suffers from conceptual and terminological ambiguity.

The manuscript is a research commentary based on a literature review of academic and

practitioners’ papers, and its arguments are substantiated by examples from the literature.

Addressing the identified issues, the manuscript proposes a research agenda and
contributes a coding scheme, grounded in decision support systems and management
information systems literature.

The issues are rooted in the opacity of vendors and consultancy practices regarding the
internal mechanisms of their solutions and services. Therefore, it is impossible for
consumers and customers to judge the validity or appropriateness of the mechanisms.

Hallmann et al. (2021) — IT Artifact

The manuscript elucidates the role of information technology for people analytics by
surveying the existing tools on the market, listing the available tools and their focus at the
time of data collection. It identifies five archetypes of people analytics tools and relates
the methods and role of information technology to the relevant discourse in the
information systems literature.

We collected the list of tools by monitoring social media related to people analytics for
five months (from August to December 2019). The list is inclusive as it includes all tools
that were labelled as people analytics on social media. Two researchers conducted a two-
cycle coding process. The first cycle included explorative coding, inductively. Diverging
codes were resolved jointly through bilateral conversations during the second cycle. From
the codes, the archetypes were derived intuitively.

The five archetypes are technical monitoring, technical platforms, employee surveillance,
social network analytics, and human resources analytics. Technical monitoring subsumes
tools for monitoring adoption, usage, and performance levels of collaboration software.
Technical platforms are general-purpose analytics tools that can be used for people
analytics but also for other analytical domains. Employee surveillance includes invasive
employee monitoring and tracking, such as desktop or video screen capture. Social
network analytics uses digital traces from communication and collaboration software to
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improve collaboration processes. Human resources analytics supports the human
resources function through data analytics.

Depending on the archetype, different issues emerge. For example, employee surveillance
raises severe privacy and ethical concerns, whereas technical monitoring and platforms
have little to do with people analytics. The manuscript corroborates the claim from
Hillmann and Mattern (2020) that the vendors do not discuss privacy and validity
concerns sufficiently while marketing their tools. Buyers should perform a critical
assessment of the tools before using them productively. However, the opacity renders an
assessment of appropriateness and validity difficult. Applications of such tools in the
workplace and the resulting effects on employee behaviour are unclear and require further
research. Questions of accountability are unresolved. Digital traces are relevant for the
people analytics tools according to the vendor descriptions. However, no transparent
information on what exactly is collected and analysed, or on the internal mechanisms of
the algorithmic systems are available.

Hallmann and Krebber (2021) — Strategic and Operational People Analytics

The manuscript presents an exhaustive and descriptive literature review on the
conceptions of people analytics in the academic and practitioners’ literature, and is the
follow up of the two studies Hillmann and Mattern (2020) and Hillmann et al. (2021a).
From the variety of conceptions in the literature, we derive a morphological box of people
analytics that helps practitioners and academics to establish mutual understanding for
subsequent research and applications of people analytics in practice.

We performed a systematic keywords search across three scholarly search engines,
filtering by title, abstract, and keywords, to identify academic literature. Twenty
consultancy websites were searched for input. The coding scheme developed in Hiillmann
and Mattern (2020) was used to code the literature and identify the conceptions. We
derived the taxonomy through comparing, synthesising, and condensing the findings from
the coding scheme.

The nucleus of people analytics is the human resources function, which increasingly
digitises its processes and uses data analytics to inform decisions in hiring, retention,
staffing, and employee management. The dominant conception of people analytics
includes, thus, the application of data analytics in the operations of the human resources
function. However, another prevalent understanding is that, with people analytics, the
human resources function expands its problem area and addresses broader issues related
to work and collaboration processes. This conception emphasises the shift from human
resources as an operational function towards a strategic function in the organisation. Both
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conceptions come with different foci and issues. Future research can discuss these issues,
contingent on the selected understanding of people analytics via the morphological box.

Discussing when algorithmic management is appropriate and meaningful requires
transparency about the internal mechanisms of the algorithms. What data is collected?
How is it analysed? For what purpose is data collected? The answer to these questions
depends on the underlying conception and implicit assumptions about people analytics.
As a result, this manuscript makes an important contribution with the morphological box
to enable future inquiries into these questions.

Hallmann and Krebber (2021) — Data Economy

The manuscript offers a brief introduction to the data economy as an economic
perspective. It outlines the history of the data economy and associated business models,
and raises several questions about the societal implications of the data economy.

In this manuscript, we review recent articles about the data economy and explain how the
ideas of the information economy precede the data economy. The extent and relevance of
the data economy are demonstrated by referring to a recent large-scale data market study
of the European Union.

Theoretically, the data economy understands data as an economic good that can be
integrated into the value chain or traded on the market. This presents opportunities; for
example, organisations can optimise processes and decisions, offer personalised products
and services, or develop entirely data-driven business models. Challenges include the risk
of data monopolies (e.g., Google, Facebook, and Amazon), discrimination, polarisation,
and the invasion of informational self-determination rights.

The manuscript puts the other works of this thesis into an economic and societal context.
It asks broad questions about the appropriateness, meaningfulness, and validity of
algorithmic management in public that require debate from politicians and society.
Academia and future research can inform such a debate.

Badmaeva and Hullmann (2019) — Price Discrimination

The study investigates selected German online retailers for indicators of personalised
price discrimination, triangulating three different methods.

The first method is a literature review and email inquiry to the selected shops, while the
second is a survey in which participants use their personal devices to extract prices
manually. The third is an automated crawler, which is a software program that simulates
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user behaviour and automatically accesses the online retailers’ websites to extract the
prices. The second and third method acquire the price information from an ex ante defined
list of products. Before checking the prices, the crawler software simulates regular user
activity to build profiles that the online retailers can identify and use to personalise its
prices. We validated the profiles manually by checking the profiles that Google and
Facebook inferred about us®, but two online retailers recognised our software as a bot. It
is unclear whether the other shops also recognised the crawling. As a result, we cannot
distinguish between whether the shops just showed default prices because we were
identified, or if they did not recognise our crawler and do not personalise prices. We
sampled the biggest shops by revenue in Germany, so smaller and specialised shops were
not considered for the study. They may yield different results.

The study makes several contributions to the information systems discipline. It provides
survey items for examining personalised price discrimination via human participants. The
survey items were collected from an extensive review of tracking vendors and the data
and information they offer their clients. The study provides software for simulating user
profiles and automatically extracting the prices from the selected shops. The study also
contributes evidence that the selected German online retailers did not discriminate their
prices based on personalised user information in 2018. Although we found no price
discrimination, the study shows that it is technically feasible and suggests continuous
monitoring in the future, in case retailers start to discriminate prices based on personal
information.

There is an unresolved information asymmetry between online retailers and consumers,
which generalises to people analytics, other business models of the data economy, and
algorithmic management in general. Consumers do not know which data is collected from
them, and they do not know if their data is being analysed. They can only trust the public
data privacy policies and official statements from the vendors—or shops in this case. As
a result, identifying the extent of such practices makes a significant contribution as a
prerequisite of judging appropriateness and validity of algorithmic systems in public.

Klein and Hullmann (2018) — Datenkapitalismus (Data Capitalism)

The manuscript comments on the transformation of scientific publishers towards data
analytics as service companies. It depicts Elsevier as an example and illustrates its

15 https://adssettings.google.com/authenticated (accessed 2020-12-04).
https://www.facebook.com/adpreferences/ad_settings/ (accessed 2020-12-04).
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platform business model, elucidating potential issues about business practices, privacy,
and ethics.

We performed a web search, collecting and analysing the official press documents and
policies of Elsevier, along with reviewing literature and opinion pieces on the topic.

The manuscript points out Elsevier’s opaque business practices and monopolistic
position. It calls for a necessary debate on the “datafication” of scientific publishing and
potential abuse of personal data for commercial interests. A consumer can only believe
the statements of Elsevier due to the information asymmetry between vendor and
consumer. Elsevier also computes scholarly performance metrics (PlumX), but it is
unclear how they are calculated and how valid they are.

Judging appropriateness and meaningfulness given the opacity of Elsevier’s business
practices and proprietary products and services is difficult. Further research can use
means beyond the official documents to inquire about the extent of Elsevier’s tracking
and data collection. Other means include, for example, crowdsourcing the results from
personal information request, enabled by the general data privacy regulation, or
monitoring software similar to the crawler in price discrimination.

Rothmeier et al. (2020) — Churn Prediction

The study on churn prediction looks at consumers, specifically gamers. It leverages
discrete event-based tracking, meaning that every user action is logged and analysed.
Compared to the workplace studies, it shows a difference in results quality given the
magnitude of available data. The study compares more than 1,000 features compared to
the small number of features in the other studies (e.g., sent emails or aggregated tool use).
Most features are directly related to game actions such as clicking something, while some
are non-game related features (e.g., login, activity, language). In total, 203,999 events
were collected and analysed.

The study explores various labelling approaches, which is important for classification. In
the context of churn prediction, it refers to what measured user behaviour constitutes
churn. In terms of workplace analytics, this can be translated into what constitutes desired
behaviour. The study experimented with different thresholds and hyper parameters, which
govern how the algorithms are applied to the data. This can be understood as the
configuration of the analysis, where different configurations yield different outcomes.
The study reports on the configuration that yields the best results. The best configuration
enables churn prediction accuracies of 97%, which at the time of publication had not been
reached before. It validates the results with an independent data set, which was only
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available after the first part of the study had concluded. Future work may apply
computationally intensive algorithms (e.g., deep neural networks) and reduce the
prediction interval from 14 days towards real-time prediction.

Decision trees, random forest, and other non-linear estimation models reach the highest
accuracy for predicting churn in the case of the tested game. Besides reaching a high
prediction accuracy, the study identifies strong predictors for churning and retention. The
success of the player, regular play with consecutive days of playing, and the player’s
game experience are indicators that a player is likely to continue playing in the future.

In the gaming domain, similar churn prediction accuracies have been reached with various
approaches for different types of games before. Automating the implementation of nudges
to retain players is feasible with such high accuracies, for example, they can be offered
bonuses or discounts. The large data set enabled high prediction accuracy. Furthermore,
games have rigid rules, limiting the possible behavioural actions that players can take.
Playing the game can be considered a routine, cognitive task. The game logs all actions
with minuscule detail. It is purely a virtual multiplayer game, and outside actions are not
feasible—except external chat programs. Prediction of churn and retention of people is
not only meaningful for games but also for employees. Employee retention is a common
objective of people analytics. The study’s results could be transferred to routine jobs.
Conversely, knowledge work is cognitive and non-routine; thus, prediction and
automation are inherently more challenging because there are no fixed rules that limit
behaviours. Future research can look into the feasibility of predicting churn for different
types of jobs.

5.2 Balancing Appropriateness, Meaningfulness, and Validity

My first research question refers to situations where the application of algorithmic
management and digital traces analysis yield appropriate and meaningful insights. The
second question asks about proper procedures to ensure that valid insights are reached.
Reaching appropriate, meaningful, and valid insights requires a tradeoff, balancing the
three goals. The research questions can only be addressed together as they influence one
another.
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5.3 Appropriateness

Algorithmic management is disfavoured in public; for example, Ed Pilkington labels it a
“digital dystopia” in The Guardian (2019)*. He reports that algorithms are trained on
WEIRDY demographics, discriminating against minorities or poor people. Such
algorithms would automate inequality (Eubanks 2017), for example, in healthcare.
Gianfrancesco et al. (2018) assert that “existing health care disparities should not be

amplified by thoughtless or excessive reliance on machines.”

Where do these discriminative tendencies come from? Algorithms are trained on
historical data and reproduce existing stereotypes. The New York Times headlined this
cause multiple times, for example in “Biased Algorithms are Easier to Fix than Biased
People” (Mullainathan 2019)®, or in “We Teach Al Systems Everything, Including Our
Biases” (Metz 2019)%. Fixing this issue, however, is a grand challenge. Even after
multiple years, top Google engineers are unable to fix their face recognition algorithm
that discriminates against black people (Simonite 2019). Microsoft experimented with a
Twitter bot called Tay, which quickly turned racist (Victor 2016)%. Amazon scrapped its
people analytics informing hiring because it discriminated against women (Dastin 2018).

Academia addresses these issues of fairness, bias, and discrimination (e.g., Selbst et al.
2019; Zarsky 2016). However, algorithms do not only reduce fairness but also help to
improve and reduce bias and discrimination, for example, in the legal system (Kleinberg
et al. 2018). As Kleinberg et al. (2018) outline, judging the appropriateness of algorithms
requires transparency. Currently, we do not find this transparency in people analytics,
scholarly publishers, price discrimination, or online tracking.

The internal mechanisms of proprietary people analytics software are opaque, hindering
independent audits and validity assessments. The vendors themselves do not demonstrate
that their solutions work. They often do not sufficiently address issues of privacy,
fairness, and discrimination, or the dehumanisation of work (Hullmann et al. 2021a).

The extent of tracking and data collection in consumer domains is opaque as well. Due to
information asymmetries, people can only trust the official policies of the companies, and
cannot judge for themselves. Independent audits and assessment have yet to occur. Even

16 https://www.theguardian.com/technology/2019/oct/14/automating-poverty-algorithms-punish-poor
(accessed 2020-11-05).

17 «“Western, Educated, Industrialized, Rich, and Democratic” (Henrich et al. 2010, p. 61).

18 https://www.nytimes.com/2019/12/06/business/algorithm-bias-fix.html (accessed 2020-12-08).

19 https://www.nytimes.com/2019/11/11/technology/artificial -intelligence-bias.html (accessed 2020-12-
08).

20 https://www.nytimes.com/2016/03/25/technology/microsoft-created-a-twitter-bot-to-learn-from-users-
it-quickly-became-a-racist-jerk.html (accessed 2020-12-06).
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if companies admitted to data collection, it would remain unclear what they did with it.
Further, if companies explained what data they collected and analysed, it would remain
unclear what internal mechanisms they implemented to analyse it. Uncovering the extent
of data tracking is an ongoing effort because the practices are dynamic and can change
anytime. At the same time, uncovering such practices is a crucial prerequisite towards a
discussion on the appropriateness of algorithmic management. So far, judging
appropriateness of proprietary tools is tough, and resembles a cat-and-mouse-game.

5.4 Validity and Meaningfulness

The discussion of appropriateness refers to validity and meaningfulness. If the algorithms
do not work properly, because they discriminate or bias against minorities, the
appropriateness is questioned. There is a general discussion on how well algorithms can
predict social phenomena. Princeton professor Arvind Narayanan (2019) posits that
predicting social outcomes is fundamentally dubious and flawed because the phenomena
are non-stable and non-deterministic. On the contrary, proponents assert that given
enough data, inferences about social phenomena are feasible (e.g., Lazer et al. 2009;
Pentland 2015; Stewart 2019). Answering this question, whether it works or not, is non-
trivial, and depends on the scenario.

Measuring and analysing the extent of media use based on digital traces is
straightforward, because digital traces depict historical logs of routine media use, such as
using tools, applications, and software. Other social phenomena, however, are more
complex, such as onboarding or temporal rhythms. The analysis of these complex
phenomena using digital traces benefits from triangulation through interviews, in which
study participants point out implausible results, give context, and explain the patterns in
the data. “Data in isolation are meaningless, a collection of numbers. Only in context ...
do they assume significance ...” (Greenstein 1983, p. 4).

Studies on temporal rhythms and media collections show that questioning participants
helps to clarify the plausibility of simple descriptive measures. However, it is unclear
how well participants help to assess complex patterns in the data if they lack technological
literacy. If participants are affected by algorithmic systems, their willingness to give
truthful assessments is unclear (Pachidi et al. 2016).

Beyond providing context through triangulation, my research results continuously show
that operationalisation through digital traces does not capture the theoretical propositions
of social theory precisely. “The discrepancy between our mental models and the real
world may be a major problem of our times; especially in view of the difficulty of
collecting, analysing, and making sense of the unbelievable amount of data to which we
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have access today” (Bardi 2011, p. 104). The link between measurement constructs and
higher-level theoretical constructs must be established, meticulously, through
argumentation, or explicit validation through empirical evidence. To alleviate this issue,
traces of finer granularity and attached rich media data, for example, text, audio, and
video content, can capture the theoretical propositions more sharply. Sharper capture of
theoretical propositions reduces the gap between measurement and theoretical construct
that must be bridged. More granularity in data enables the step from variance models
towards processual research models based on digital traces. Beyond estimating stable
patterns, finer data powers longitudinal analyses to identify dynamic patterns and micro-
practices, and elucidate the internal mechanisms of social processes.

Although finer and more extensive data collection improves the validity of the inferences,
it coincides with serious concerns for privacy invasion. How much privacy invasion and
tracking of our every action do we allow for valid algorithmic systems? It depends on the
perceived meaningfulness of the algorithmic system. Future research can look into what
level of data granularity is needed for valid functioning of algorithmic systems, and for
which scenarios the invasion of privacy is appropriate (e.g., healthcare).

The churn prediction study complements the changing nature of work studies. It
illustrates that social phenomena can be predicted given enough data and tracking.
However, the study predicts churn in a game setting. The game follows rigid rules and is
comparable to cognitive, routine tasks, whereas knowledge work typically does not
follow such rigid rules.

Discussing the validity and appropriateness of algorithmic management and people
analytics, 1 use an analogy from sports and games. People analytics is inspired by sports
analytics; for example, baseball and the sabermetrics (Hillmann and Mattern 2020).
Recent examples include elite soccer analytics (Memmert and Rein 2018) or e-sports
analytics (Hodge et al. 2019). Sports analytics shows advances in recent years in the
variety and volume of data used, and in improvements in quality of prediction outcomes.
Compared to people analytics, there are two differences. The first is about the rigid rules
of sports, and the feasibility of generating meaningful and valid analytics. The second is
about the considerations of appropriateness regarding promises and concerns of analytics.

First, sports follow rigid rules, yet the games play out dynamically, with different factors
influencing the outcome (e.g., individual, team, opponent, and environment). As a result,
devising tactics, including the relevant factors, is crucial for elite teams seeking to win.
This setting can be compared to jobs with a high share of routine tasks but also elements
of non-routine creative tasks that significantly alter the outcomes. People analytics, by
definition, aims at analytics for people-related organisational outcomes, typically
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concerning office work (Hillmann and Mattern 2020) and frequently addresses non-
routine, cognitive work settings, as is suggested by the digital traces studies mentioned
before. In these cases, further research should examine what types of tasks and jobs can
be supported by people analytics in a meaningful way. Although elite soccer has rigid
rules, team play and inter-individual and dyadic social cohesion are still factors, which is
also exhibited by the previously mentioned studies on the changing nature of work. For
example, is mere enterprise social network metadata (Hullmann and Kroll 2018)
sufficient to improve social onboarding? What social processes are candidates for valid
automation, augmentation, or informing?

The second difference is that elite athletes are continuously being tracked in minuscule
detail. At the highest level of play, squeezing out the last bit of performance outweighs
potential concerns for privacy, as match data, training, and nutrition data of the individual
players are tracked and analysed. While digital traces are valuable to investigate topics in
organisational settings, the studies’ results show that more data would improve the
outcomes (Hullmann and Krebber 2020). Deploying software sensors such as
“monitoring software” (Hullmann et al. 2021a) or hardware sensors like the Humanyze
sociometric badges (Waber 2013) could provide such data. Nevertheless, the question
remains, what level of data collection and privacy invasion is acceptable and appropriate?
It depends on the scenario. So far, companies seem to follow the maxim “the more, the
merrier” (HUllmann et al. 2021a). Similar intuitions can be seen in the companies tracking
consumers in the data economy. Consumer analytics, seem to gather as much data as
possible, while sidelining potential privacy concerns (Badmaeva and Hillmann 2019;
Klein and Hullmann 2018).

The study on churn prediction illustrates that selected human behaviours, including social
behaviours, can be predicted given enough data, supporting the propositions that have
been put forward by computational social scientists (e.g., Lazer et al. 2009; Pentland
2015; Stewart 2019).

55 Replication and Novel Insights

Grover et al. (2020, p. 275) argue that “mere passive application[s] of received theory
(instantiation)” with digital traces do not deliver meaningful insights towards theory. This
statement seems short-sighted given the replication crisis in other disciplines. Replicating
established findings with novel data sources and in other contexts is crucial to corroborate
existing knowledge going forward. For this reason, this thesis makes a dedicated effort to
replicate established theory with digital traces (Hillmann et al. 2021b; Hillmann and
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Hentschel 2021). Karl Popper (1963)* asserts that “a good theory makes ‘“bold”
predictions that withstand repeated attempts of falsification.” Balancing the need to
explore original theory and to corroborate existing theory is non-trivial. “Science is the
belief in the ignorance of experts ... It is necessary to teach both to accept and to reject
the past with a kind of balance that takes considerable skill.” (Richard Feynman 1969) %

Beyond lacking replication, another cause for the crisis is said to be questionable research
practices (Fraser et al. 2018; John et al. 2012)%. This thesis contributes to establishing
proper procedures for the analysis of digital traces in different contexts. Contingent on
the scenario or social phenomenon under study, different types of traces are required. This
thesis provides a taxonomy of traces to help researchers choose the right type of traces
for a research question, and explores the validity of inquiring selected social phenomena.
Subsequent work should explore extending the taxonomy and formalising the mapping
between the type of question and type of digital traces required. To this end, future
research should also establish construct validity of digital traces for different scenarios.
Moving forward, the curricula of the information systems discipline could teach methods
and pitfalls of digital traces research; for example, checklists and tutorials come to mind.

5.6 Meaningfulness versus Feasibility

I have previously mentioned that it is hard to collect digital traces from organisations in
the field, because the data is sensitive, and it takes considerable resources and personnel
to collect it (Hillmann 2019). For passive digital traces, you need a senior manager
sponsoring your project, and a technical manager to oversee the extraction, because the
data is sourced from live production systems. Active traces require hardware and
volunteers, but are typically easier to retrieve in terms of approval (Hillmann 2019).

As a result, the implementation of digital traces projects is challenging. Devising a good
research question for analysis with digital traces considering solely validity,
meaningfulness, and appropriateness is insufficient. The researcher must consider the
feasibility and practicality of data collection.

Although feasibility is important, researchers must not fall for the streetlight effect:

“almost any problem is interesting if it is studied in sufficient depth ... the problem must

21 Cited from Agarwal and Dhar (2014, p. 446). Originally from (ed.) H. Keuth, 2" edition (2009).

22 http://www.fotuva.org/feynman/what_is_science.html (accessed 2019-09-17). “[Feynman] presented at
the fifteenth annual meeting of the National Science Teachers Association, 1966 in New York City.
Reprinted from The Physics Teacher Vol. 7, issue 6, 1969, pp. 313-320.”

23 Both cited from Uygun-Tunc (2020): https://medium.com/science-and-philosophy/trust-and-criticism-
in-science-bbb62bd6890 (accessed 2020-12-04).
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be such that it matters what the answer is—whether to science generally or to mankind”
(Rai 2017)*. For digital traces projects, the researcher should address research problems
that are relevant and can be answered.

To convince organisations to make an effort and extract digital traces, researchers must
balance practical relevance and theoretical relevance; that is, striving for a contribution
to a broader knowledge goal (Rai 2017). The “little data” approaches with digital traces
should not be disregarded. They are easier to implement and triangulate with volunteers,
while providing deep contextual insights. Although I argue for data of finer granularity,
studies with a parsimonious measurement model provide evidence and should not be
scrapped. However, again, a balance is needed. On the one hand, the absence of data can
cause errors in understanding. On the other hand, “no analysis can overcome the
unreliability of basic data” (Allen 1951).

6 Conclusion

6.1 Responsibility

Digital traces provide powerful means to inquire about the workplace and enable
algorithmic management, but the application of digital traces analysis requires careful
diligence. Advancing algorithmic systems requires thinking about the implications.

“Your scientists were so preoccupied with whether or not they could, they didn’t stop to
think if they should.” (Jurassic Park 1993)

In 1939, Albert Einstein signed the Einstein-Szilard letter about nuclear bombs: “Now it
appears almost certain that this could be achieved in the immediate future.”? It would be
presumptuous to compare Albert Einstein and nuclear energy research to digital traces
research. However, digital traces analysis and algorithmic management are tools that can
be meaningful when used for good but harmful when used with malicious intentions.
Advancing digital traces and algorithmic management requires responsible research and
innovation, similar to other technologies such as nuclear energy, or CRISPR?,

Algorithmic management in the workplace using digital traces promises flexibility,
improved wellbeing and productivity. At the same time, it leads to “more work—with

24 Original quote is attributed to P. B. Medawar, Nobel Laureate in Medicine and Physiology, 1979; cited
in Van de Ven 2007, p. 71; which I cited from Rai (2017).

2 More information from The Franklin D. Roosevelt Presidential Library & Museum:
www.fdrlibrary.marist.edu/archives/pdfs/docsworldwar.pdf (accessed 2020-12-08).

% Clustered Regularly Interspaced Short Palindromic Repeats,” genome editing approach.
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fewer boundaries”?, potentially suffering from impression management with people who
“work very hard to produce evidence that [they] constantly [do] work instead of, well,

actually doing work”?,

However, dismissing algorithms altogether is unreasonable. The world is overflowing
with data and information, and finding your way around without algorithmic systems is
impossible (Shapiro and Varian 1999; Varian 1995).

6.2 Quo Vadis?

Highlighting two key results of this thesis:

— Algorithmic management in practice is too opaque and requires more
transparency and disclosure of mechanisms and implications with regard to
meaningfulness, appropriateness, and validity.

— Digital traces research is valuable but non-trivial and requires the establishment
of proper guidelines and the identification of research problems (scenarios) that
are suitable to be addressed using digital traces analysis.

Where do we go from here?

More Datafication

The rise of the internet of things exemplifies the growing digitisation with increasing
sensors, and ultimately, the tracking, collection, and analysis of personal data. Technical
advances include tracking via speech recognition in smartphones (Kroger and Raschke
2019), or surveillance via motion and location sensors. For example, Amazon warehouse
workers are being tracked to see if they are compliant with COVID-19 distancing
policies®. Similar to the results in this thesis, it remains unclear if such motion tracking,
with subsequent privacy invasion, leads to the desired outcomes; that is, fewer
transmissions. Vendors are quick to provide novel people analytics solutions.

Beyond the workplace, algorithmic management makes inroads in many domains.
Fivethirtyeight predicts political elections®, sports analytics uses data analytics to
optimise team tactics (Memmert and Rein 2018), delivery services and ride-hailing
companies use nudging (Duggan et al. 2020), social media platforms automatise detection

27 https://www.wired.com/story/how-work-became-an-inescapable-hellhole/ (accessed 2020-12-08).

28 1hid.

29 https://www.wired.co.uk/article/coronavirus-work-office-surveillance (accessed 2020-12-08).

30 https://www.humanyze.com/humanyze-announces-new-remote-workplace-analytics-solution (accessed
2020-12-06).

31 https://projects.fivethirtyeight.com/2020-election-forecast/ (accessed 2020-12-06).
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of hate speech (Jorgensen et al. 2020; Niemann et al. 2020), governments adopt
algorithmic management®?, and an algorithm decides who gets medical attention in times
of COVID-19 triage®.

Concomitantly, defences are being set up. Internet browsers introduce technical barriers
and anti-tracking features into their software, for example, deactivation of third-party
cookies®. Parliaments pass new legislations that restrict data collection and analysis, for
example, the general data protection regulation. Governments and independent bodies
introduce guidelines for the deployment of algorithmic systems, for example, New
Zealand®, Germany?®, or the Al Now Institute®” at New York University. To this end,
pioneers of artificial intelligence work on “Responsible AI” that ensures fairness,
reliability, safety, privacy, security, transparency, and accountability of algorithms; for
example, Microsoft® and Google*. The municipalities of Amsterdam and Helsinki
launched algorithm registers that list and explain all algorithms that are used in their
respective administrations* “. Non-governmental organisations observe and monitor the
deployment of algorithmic management in the wild, and criticise the opacity, dubbing it
the “black box society.” They call for more transparency, better technological literacy,
and the auditing of algorithms (Chiusi et al. 2020).

Auditing

Currently, auditing algorithms is a prominent idea that is being discussed and researched
to enable responsible algorithms. German politics instated a commission for algorithmic
governance to work on regulating algorithmic management, standardise deployment, and
develop norms and certifications for regulation (Beining 2020). Since algorithms are
complex and proprietary, the public is unable to evaluate them, but professional third-
party audits have been suggested (Beining 2020; Faraj et al. 2018; Latzer and Festic

32 http://algorithmtips.org/2020/10/05/government-agencies-big-and-small-are-increasingly-adopting-
controversial-algorithms-for-hiring/ (accessed 2020-12-06).

33 https://www.ft.com/content/d738b2c6-000a-421b-9dbd-f85e6b333684 (accessed 2020-12-06).

34 https://www.heise.de/news/Online-Ad-Summit-Was-tun-ohne-Cookies-4909399.html (accessed 2020-
09-23).

% https://data.govt.nz/use-data/data-ethics/government-algorithm-transparency-and-
accountability/algorithm-charter (accessed 2020-12-06).

% https://algorithmwatch.org/en/germanys-data-ethics-commission-releases-75-recommendations-with-
eu-wide-application-in-mind/ (accessed 2020-12-06).

37 https://ainowinstitute.org/ (accessed 2020-12-06).

38 https://www.microsoft.com/en-us/ai/responsible-ai (accessed 2020-12-06).

39 https://cloud.google.com/responsible-ai (accessed 2020-12-06).

40 https://algoritmeregister.amsterdam.nl/en/ai-register/ (accessed 2020-12-06).

41 https://venturebeat.com/2020/09/28/amsterdam-and-helsinki-launch-algorithm-registries-to-bring-
transparency-to-public-deployments-of-ai (accessed 2020-12-06).
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2019). Implementation of third-party audits could then be enforced de jure, providing a
certified seal for qualifying algorithm systems that the public can see.

Compared to the traditional auditing of products and machines, the auditing of algorithms
shows three differences, according to Beining (2020):

— Algorithms are subject to rapid change and updates;

— Algorithms are probabilistic systems, not deterministic;

— Algorithms are sociotechnical systems with different applications that must be
seen in context.

Because algorithms are rapidly changing and rely on historical data as input, they require
not only outcome-based auditing but process-based auditing as well (similar to 1SO
9001%). The input data varies per context, so predetermined data samples for evaluating
algorithms could be established—similar to how the academic computer science
discipline judges the merits of novel algorithms. Future research is required to develop
such data samples, among other quality criteria for auditing algorithms. Auditing
algorithms requires not only specialised expertise in technology and statistics (Faraj et al.
2018), but also in domain knowledge, and social and legal knowledge (Beining 2020). In
some cases, even experts are unable to properly understand and assess algorithms due to
their complexity (Dourish 2016; Faraj et al. 2018). As a result, auditing algorithms and
ensuring compliance requires a high investment of resources, and it is unclear how small-
to medium-sized enterprises can achieve this investment. The auditing certified seal could
start as a voluntary effort (Beining 2020).

Ongoing research efforts for algorithmic auditing include the German ExamAl project,
which inquires how algorithmic management can be audited and certified amidst
concerns for discrimination and bias, focusing on appropriateness®. It is funded by the
German Federal Ministry of Labour and Social Affairs and supported by the German
Informatics Society. Another project is “Trustworthy Al which develops procedures for
third-party auditing of algorithmic management with a focus on validity and trust*. The
project works on a combination of outcome-based and process-based auditing. It is
funded by the German state North Rhine-Westphalia and supported by the Fraunhofer
Institute for Intelligent Analysis and Information Systems together with the German
Federal Office for Information Security.

42 1SO 9001 is a norm to ensure quality standards in arbitrary processes through third-party auditing.
43 https://testing-ai.gi.de (accessed 2020-12-06).
4 https://www.ki.nrw/zertifizierung/ (accessed 2020-12-06).
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Appropriate, meaningful, and valid algorithmic management, and digital traces analysis
are recognised as top-level issues that will shape the future prowess of the Federal
Republic of Germany in a digitised and algorithmified world.

6.3 Final Words

I have introduced this thesis with headlines of algorithmic management and data tracking.
By the time this thesis is published, the newspapers will be littered with new headlines
about algorithmic management—positive articles promising advances in artificial
intelligence and digitalisation, and negative articles exposing data leaks, bias,
discrimination, and other scandals. What all these headlines share, and what they
demonstrate is that myriads of people are concerned with algorithmic management:
scholars developing new algorithms, and researchers questioning the implications of
algorithms in the workplace and beyond; commercial vendors bringing algorithms into
practice, building value chains around them, improving their services and processes.
Governments are funding research and instating regulations and policies, to balance the
promises and perils of algorithmic management for their citizens. The citizens. Every
single citizen, many unknowingly, is affected by algorithms in one way or another, and
increasingly so.

The algorithmification is inevitable.

It is critical that we derive meaning from the algorithmification, whether in the form of
original research findings or effective algorithmic systems in practice, while ensuring
appropriate and valid mechanisms that balance privacy, fairness, and accuracy. The
evaluation of these mechanisms should not happen ex post. Instead, it is the duty of
information systems scholars, at the intersection of organisation, technology, and people,
to proactively shape the discourse of algorithmic management and digital traces. They
must share their expertise with the public and advise organisations, politicians, and
citizens about appropriate, meaningful, and validated algorithms through audits,
regulations, policies, recommendations, and education. | hope that | have made a small
but meaningful contribution to this end.

The answer is not no algorithms, but better and smarter algorithms.

(Joschka A. Hiillmann 2020)
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