
Towards a Reference Architecture for
Blockchain-based Document Management Systems

1st Hauke Precht
Department of Computing Science / VLBA
Carl von Ossietzky Universität Oldenburg

Oldenburg, Germany
0000-0002-6308-5924

2nd Joschka Andreas Hüllmann
Behavioural, Management and Social sciences (BMS)

University of Twente
Enschede, The Netherlands

0000-0001-5704-8644

3rd Jorge Marx Gómez
Department of Computing Science / VLBA
Carl von Ossietzky Universität Oldenburg

Oldenburg, Germany
0000-0002-7833-7549

Abstract—Despite existing approaches such as Blockchain-
oriented software engineering (BOSE), blockchain-based systems
lack architectural rigor and traceable decisions. This paper
aims to address this by proposing a reference architecture that
emphasizes rigor and traceability. The domain of blockchain-
based document management systems serves as an experimental
environment providing a variety of materials. Based on the
ProSA-RA method, architectural knowledge from an analysis
of 113 publications in the domain of blockchain-based docu-
ment management systems is derived. Following a structured
requirements engineering process utilizing qualitative content
analysis, the paper elicits 68 functional and 43 non-functional
requirements. The requirements are modeled in SysML to
investigate relationships between requirements while ensuring
consistency. From the modeling, clusters emerged from which 24
reference architecture requirements are derived. The reference
architecture requirements were defined using a grammar-based
schema with embedded traceability links. In the ProSA-RA
synthesis step, seven architectural design decisions are developed
that address the derived reference architecture requirements.
The design decisions are supported by a mapping to known
blockchain-oriented patterns. Two core design decisions are a
proxy-based multi-tier architecture, and a hybrid on-/off-chain
storage strategy for document integrity and authenticity. This
first iteration of a reference architecture makes key trade-
offs such as decentralization versus performance explicit and
justifiable, providing a method-driven foundation for disciplined
blockchain system design.

Index Terms—blockchain, reference architecture, require-
ments, design decisions, ProSA-RA.

I. INTRODUCTION

Blockchain, as a Distributed Ledger Technology (DLT), is
evolving into a mature technology that is increasingly de-
ployed in enterprise applications. Concomitantly, the demand
for rigorous enterprise integrations and well-designed architec-
tures continues to intensify, as blockchain software developers
emphasize the importance of rigorous development approaches
[1]. The need for blockchain development approaches was
addressed first through the emergence of blockchain-oriented
software engineering (BOSE) [2]–[4]. Approaches such as

ABCDE emphasize smart contract design and testability, with
smart contracts acting as key elements in blockchain-based
systems [5], [6]. Other studies discuss architectural patterns
for blockchain-oriented applications [7]–[9], and the general
role blockchain can take in software architectures [10]. To this
end, “decisions on both the architectural and implementation
level have to be justified” ( [11, p. 237]).

Despite the blockchain’s growth in enterprise deployments,
recent studies show that research-based blockchain projects
continue to lack rigorous justification and methodological
foundations [12], with an in-depth discussion concerning ar-
chitectural patterns and methods in the domain of blockchain-
based document management systems [13].

To address these shortcomings, this paper proposes a ref-
erence architecture that supports blockchain developers in
justifying their designs in a rigorous, traceable manner, ad-
dressing the domain of blockchain-based document manage-
ment systems. The reference architecture is developed via the
ProSA-RA method [14], emphasizing traceability and rigor.
The method comprises four steps (Fig. 1). The reference
architecture is derived from an analysis of existing blockchain-
based document management systems, a literature stream
offering a variety of research papers and materials [13]. From
this literature stream, cross-domain knowledge and informed
connections between requirements, patterns, and architectural
design are extracted and synthesized. The proposed reference
architecture can serve as a blueprint, including patterns and
structures that can be used for particular architectures and
applications [15]–[17].

This paper’s contribution is twofold. First, it discusses
the applicability of the ProSA-RA method in the blockchain
domain, with particular focus on the traceability aspect in
developing reference architecture requirements. Second, it
presents a first iteration of a reference architecture for the
domain of blockchain-based document management systems.



Fig. 1. Methodology for the Development of Reference Architecture, adapted
from [14]

II. INFORMATION SOURCE INVESTIGATION

In the first step, the base set of necessary information
for the to-be-developed reference architecture is gathered
and curated. The authors conducted two systematic literature
reviews in prior studies that investigated existing systems and
architectures in the domain. The first systematic literature
review focuses on the state of the art in blockchain-based
document management systems [13], which serves as the
selected domain for the development of a reference architec-
ture due to the availability of source materials. The second
systematic literature review presents insights into the usage
and development of reference architectures in the blockchain
domain [18]. These two studies serve as the main input and
foundation for the second step in ProSA-RA, the architectural
analysis. Their key results are briefly outlined below.

Both systematic literature reviews follow the methodology
outlined by [19], aiming for a comprehensive and exhaustive
review [20], and use PRISMA guidelines [21] for commu-
nicating the process. In the first review, a set of 113 papers
discussing blockchain-based document management systems
was identified. The first author assigned descriptive codes to all
papers, using verbatim statements or inferred meanings during
full-text screening, as guided by [22]. In the second round, the
first two authors reviewed the codes together and agreed on the
final set to resolve disagreements and validate the codes [23],
[24]. The key findings highlight that the majority of analyzed
papers preferred a proxy-based approach (45%) over a pure
dApp-based approach (38%), with a preference for off-chain
storage (68%) [13]. This set of 113 papers forms the source
material and serves as input for the following step 2 of ProSA-
RA, architectural analysis.

In addition to the domain-specific information set, we
extend the corpus with a set of design patterns and methods
to aid in the development and decision-making of blockchain-
oriented software. The design patterns and methods serve
as preparation for the architectural synthesis, the third step
of ProSA-RA. When it comes to design patterns, [25] ac-
knowledge the potential impact of design patterns in smart
contract development in their comparative analysis of smart
contract languages. Their findings are underlined by [11],
who show that known design patterns from object-oriented
programming [26] can have a negative impact on blockchain

software development projects, for example, higher transaction
costs. As a response, new smart contract and blockchain
specific patterns emerged and were analyzed. Specifically for
smart contracts, the pattern categories security, data, structural,
creational, and behavioral emerged [27]. Similar patterns have
been derived from a systematic mapping study conducted
by [28], which outlines eight patterns, including encryption
for on-chain data, off-chain storage, tokenization, off-chain
secrets, state channels, multiple smart contract authorizations,
oracles, and contract registries. Another comprehensive review
identified 36 design patterns and 48 best practices, focusing on
security across the phases of design, development, and testing
[29].

III. ARCHITECTURAL ANALYSIS

The second step of the ProSA-RA method is the architec-
tural analysis. The result of this step is a set of reference
architecture requirements that the reference architecture must
address. As input material, the curated information from step
1 is used. The following subsections outline the development
towards the reference architecture requirements, with special
emphasis on traceability and the justification of design deci-
sions.

A. Functional and Non-functional Requirements

We conduct a bottom-up approach, i.e., we first analyze the
existing architecture and its underlying functional and non-
functional requirements. We follow established guidelines for
requirement engineering [30], [31]. “Requirements engineer-
ing is the branch of software engineering concerned with the
real-world goals for, functions of, and constraints on software
systems. It is also concerned with the relationship of these
factors to precise specifications of software behavior and to
their evolution over time and across software families” ( [32, p.
214]). Typically, the requirements engineering process consists
of the condensed main phases (1) requirements elicitation, and
(2) requirements specification and validation [31].

1) Requirements Elicitation: The curated information from
step 1 was subjected to a qualitative content analysis to
identify functional and non-functional requirements. Like the
previous systematic literature review, the qualitative content
analysis followed [24], [33] and used consensual coding [23]
to reach agreement on codes. In the first round, the papers were
analyzed for explicitly stated functional and non-functional
requirements using the common clue words must, could,
should. Only 29 papers explicitly mentioned functional or
non-functional requirements; only one paper used the term
functional requirements, while the other papers simply used
the term requirement. This finding echoes the observations
from previous research, criticizing a lack of rigor in justifying
design decisions, and the failure to acknowledge existing
methods and terminology [12], [13], [18]. In the second coding
round, we looked for implicit requirements, i.e., those that can
be derived from the given description of the systems and their
environment. Based on both coding rounds, 68 functional and
43 non-functional requirements were elicited.



Fig. 2. Excerpt of Functional and Non-Functional Requirements in SysML
Notation

2) Requirements Specification and Validation: Each re-
quirement was subject to the quality criteria: necessity, un-
derstandability, unambiguity, coordination, and completeness
[30]. The requirements are transformed into a graphical rep-
resentation to analyze the interconnections among functional
and non-functional requirements. To this end, SysML, an
extension of UML that supports modeling requirements and
their dependencies, was used. Each requirement is represented
as a «requirement», a headline, and properties ID and
text. The ID acts as a unique identifier for the respective
requirement and is defined as FR-001 . . .FR-n for functional
requirements and NFR-001 . . .FR-n for non-functional re-
quirements. The text is a single string using the previously
outlined structured natural language. An excerpt of the graph-
ical modeling of requirements is presented in Fig. 2. We used
an additional color coding to visually distinguish between
functional (white) and non-functional (blue) requirements.
Following up on this overview, we modeled the relationships
among functional and non-functional requirements. In this
process, we used the SysML-defined relationships «trace»
and refine. This modeling enables us to identify the central
functional and non-functional requirements based on their
dependencies and position in the SysML diagram, validating
their consistency, completeness, and validity [30]. Thus, the
modeling process serves also as a review method [34]. In
the functional requirements, the trace relationships indicate
that storage and tamper resistance are central concerns. In the
non-functional requirements, the trace relationships indicate
that integrity and authenticity are the main concerns. These
dependencies are visualized in Fig. 3. The modeling shows
’Data Integrity’ as a necessary condition for authenticity and
security.

B. Deriving Reference Architecture Requirements

Based on the elicited functional and non-functional require-
ments and the relationship modeling, we identified emerging
clusters of similar and related requirements. These clusters
serve as the starting point for deriving reference architec-
ture requirements, which are aggregated from the previously
identified functional and non-functional requirements. The
reference architecture requirements operate at a higher level
of abstraction [14]. We defined a grammar to describe the
reference architecture requirements (Fig. 4).

The grammar includes a traceability property that identifies
the underlying functional and non-functional requirement (or
clusters) in the SysML diagram, from which the reference

Fig. 3. Modeled Relationships between Non-functional Requirements SysML
Notation

RAR ::= <architectural_concern>
<architectural_intent>
[<quality_attribute>]
[<design_constraint>]
<traceability>

<traceability> ::= derived_from { FR-id }+
[ derived_from { NFR-id }+ ]

Example:
RAR-03 ::=
<architectural_concern> ::= Data Management
<architectural_intent> ::= Enable persistent

document storage
<traceability> ::= derived_from { FR-49 }

Fig. 4. Grammar-style schemas for reference architecture requirements with
explicit traceability

architecture requirement is derived. The inclusion of the trace-
ability property and the use of the trace relationships in the
SysML requirement diagrams ensure the traceable and justified
derivation and origin of reference architecture requirements.
Fig. 5 shows an example in which the derivation for the
reference architecture requirement ’Document Integrity and
Authenticity’ is shown. The reference architecture requirement
was derived from the previously identified cluster shown in
Fig. 3. For the sake of readability, we omitted the relationship
modeling between the underlying non-functional requirements
in Fig. 5. We added the color green to the modeling to
highlight reference architecture requirements and distinguish
them from functional and non-functional requirements. A total
of 24 reference architecture requirements was derived. The
complete list is presented in Tab. I with the respective ID
and description for future referencing in the following step
architecture synthesis. Reference architecture requirements
that primarily address quality attributes of the architecture
are prefixed with RAR-Q. For better readability, we stated the
reference architecture requirements as a single sentence using
structured natural language derived from the previously out-
lined grammar schema. An end-to-end example that highlights
the identification and derivation of requirements, followed by
design decisions, is presented in Fig. 6.



Fig. 5. Modeling of the reference architecture requirement ’Document
Integrity and Authenticity

IV. ARCHITECTURE SYNTHESIS

In the third step of the ProSA-RA process, we map the
identified reference architecture requirement to design deci-
sions and supporting patterns identified in step 1 [14]. As a
baseline for the design decisions serves the work of [36], in
which a set of fundamental design decisions and their im-
pact on blockchain-specific properties are presented. In total,
we defined seven design decisions that address the derived
reference architecture requirements. This is a many-to-many
relationship, meaning that a design decision potentially ad-
dresses multiple reference architecture requirements and vice
versa. The design decisions, supporting patterns, and affected
modules, along with the reference architecture requirements,
are presented in Tab. II.

In the following subsections, we discuss the first three
design decisions, as they are particularly consequential for the
derived reference architecture.

A. Design Decision 1 - Proxy-based multi-tier architecture

This design decision separates the user-facing front-end
module and the blockchain module by introducing a proxy
module. The proxy partially reintroduces a trusted intermedi-
ary, improves throughput while mitigating transaction costs,
and additionally allows for transaction buffers and batch pro-
cessing. Therefore, an architectural trade-off between perfor-
mance and decentralization is made in favor of performance.

Another trade-off emerges between user experience and
decentralization. By moving blockchain-specific complexity
(e.g., wallet management, key management, or transaction
signing) from the front-end (i.e., the user) to the proxy, we
enhance the overall user experience and lower the adoption
barrier.

This concurs with design decision 08. However, shifting
responsibilities decreases the decentralization goals, affecting
design decision 04.

The proxy module enables integration with existing systems
via common APIs and connectors. Interoperability with other
systems supports the identity and access management outlined
in design decision 05.

Step 1 — Literature evidence (Sec. II)

Paper from Nguyen et al. [35]
“[...] store the generated hash value on Blockchain [...]” [35, p. 439]

“[...] support certificate management [...]
that can prevent fraud [...]” [35, p. 437]

Step 1b — Coding (Round 1: explicit • Round 2: implicit)

FR_document_hash_on_chain
Implicit · inferred from

system description

NFR_tamper_resistant
Implicit · inferred

from system description

Step 2 — Elicited requirements (Fig. 2)

FR-022
The system should store

the hash of the document on-chain.

NFR-013
The data/documents must

be tamper-resistant.

Step 3 — SysML modelling (Fig. 3)

«requirement»

Document Hash on-chain

Id= FR-022
text= The system should store
the hash of the document
on-chain.

«requirement»

Tamper-resistance

Id= NFR-013
text= The data/documents
must be tamper-resistant.

«trace»

Step 4 — Reference architecture requirement (Tab. I)

RAR-Q02
Document Integrity and Authenticity

The reference architecture shall guarantee integrity, authenticity,
non-repudiation and tamper-resistance of documents.

derived_from {FR-022, NFR-013}

Step 5 — Design decision and component (Tab. II)

DD-03
Anchor document integrity/
authenticity and evidentiary

verification on-chain

Blockchain module
Smart contracts

Affects also: Off-chain storage

Fig. 6. Traceability example for RAR-Q02. From a literature source (Step 1),
two codes are derived (Step 1b), one functional and one non-functional
requirement are elicited based on the codes (Step 2), their relationship is mod-
elled in SysML (Step 3), and RAR-Q02 is specified with explicit traceability
links (Step 4), and mapped to a design decision and architectural component
(Step 5). teal = Codings; white = FR; blue = NFR; green = RAR;

amber = DD.

The proxy module, therefore, allows for an easier-to-audit
and implement policy management, authentication, and role
enforcement.

The consequences of these design decisions affect imple-
mentation, requiring blockchain-specific SDKs as dependen-
cies. This dependency increases the architectural complexity
but simplifies user interaction with the system while enabling
fine-grained access control, for example, via role-based or
attribute-based access control methods. Finally, the proxy
provides a natural starting point for integrating additional
systems, logics, or compliance features. In summary, design
decision 01 opted for a compromise, favoring enterprise-grade
usability and performance over pure decentralization.



TABLE I
COMPLETE SET OF DERIVED REFERENCE ARCHITECTURE REQUIREMENTS (RARS)

RAR ID Reference Architecture Requirement
RAR-001 The reference architecture shall support databases, repositories, wallets, IPFS, sidechains, and hybrid on-/off-chain storage

mechanisms.
RAR-002 The reference architecture shall support metadata management, indexing, compression, archiving, and versioning of documents.
RAR-003 The reference architecture shall provide capabilities for creation, upload, editing, publishing, retrieval, distribution, sharing,

deletion, and archiving of documents.
RAR-004 The reference architecture shall enable workflows such as approval, request for signing, and collaborative editing.
RAR-005 The reference architecture shall support document authenticity via signatures, seals, watermarking, timestamps, and crypto-

graphic proofs.
RAR-006 The reference architecture shall provide encryption, password protection, anonymisation, zero-knowledge proofs, and policy

concealment mechanisms.
RAR-007 The reference architecture shall support authorization, registration, and revocation of entities and issuers.
RAR-008 The reference architecture shall provide verification through on-chain hash validation, QR codes, issuer verification, and

dashboards.
RAR-009 The reference architecture shall enable revocation and transfer of documents or credentials, including ownership management.
RAR-010 The reference architecture shall provide document and information access via web UIs, dashboards, visualizations, printing,

and notifications.
RAR-011 The reference architecture shall support OCR, search (full-text and hash-based), and multilingual translation.
RAR-012 The reference architecture shall enable hybrid blockchain integration patterns such as hash anchoring, IPFS/sidechain storage,

and smart contract supervision.
RAR-013 The reference architecture shall provide programmable workflows and automation via smart contracts, including conditional

issuance and auto-creation.
RAR-014 The reference architecture shall support tokenization mechanisms such as non-fungible tokens for uniquely identifying and

transferring documents.
RAR-Q01 The reference architecture shall ensure compliance with regulations and support legal validity of digital documents.
RAR-Q02 The reference architecture shall guarantee integrity, authenticity, non-repudiation, and tamper-resistance of documents.
RAR-Q03 The reference architecture shall ensure confidentiality and privacy of data and users.
RAR-Q04 The reference architecture shall reduce reliance on trusted third parties, ensuring decentralization and governance.
RAR-Q05 The reference architecture shall ensure high availability, resilience, and robustness of services, avoiding single points of failure.
RAR-Q06 The reference architecture shall enable traceability of document changes, verifications, and auditability.
RAR-Q07 The reference architecture shall provide scalability, high throughput, concurrency, and cost/resource efficiency.
RAR-Q08 The reference architecture shall support interoperability, portability of deployments, and flexible handling of diverse document

types.
RAR-Q09 The reference architecture shall define holistic security principles covering documents, users, and processes.
RAR-Q10 The reference architecture shall support process optimization, fraud prevention, and digital uniqueness of documents.

B. Design Decision 2 - Hybrid on-/off-chain document storage

The second design decision led to a hybrid storage mech-
anism in which document data is primarily stored off-chain,
while only cryptographic proofs (hashes) are stored on-chain.
Alternatives are full on-chain and full off-chain storage. A
full-on-chain storage solution would prioritize maximum im-
mutability and transparency, but at the cost of scalability
and cost efficiency due to transaction fees and block sizes.
Full off-chain solutions, on the other hand, weaken document
authenticity and integrity by increasing reliance on centralized
storage providers. Therefore, the chosen hybrid approach
serves as a strategy to balance the trade-offs between integrity
and scalability, costs and decentralization, and complexity and
performance.

Regarding the trade-off between integrity and scalability,
storing hashes on-chain preserves tamper evidence of re-
lated documents, while off-chain storage of the documents
themselves scales. Regarding costs versus decentralization,
off-chain storage of documents reduces potential costs but
requires additional infrastructure beyond a blockchain. Lastly,
the additional need for coordination between on-chain and
off-chain components increases architectural complexity but

improves performance and storage efficiency.
As a consequence of this hybrid approach, the reliance

on oracles that facilitate interactions between on-chain (smart
contract) and off-chain (storage) components increases. This
dependency requires governance and trust concerning oracle
operators, which is connected to design decision 01. Since the
system must manage both blockchain modules and conven-
tional storage infrastructure, the deployment and maintenance
complexity increases. In conclusion, the hybrid approach for
document storage in design decision 2 preserves the essential
blockchain properties of integrity, authenticity, and auditability
while providing cost efficiency, regulatory compliance, and
scalability.

C. Design Decision 3 - Anchor document integrity/authenticity
on-chain

Design decision 03 manifests the document integrity and
authenticity on-chain and is therefore tightly coupled with
design decision 02. Document hashes, related lifecycle events,
and ownership information are recorded on the blockchain
utilizing tokenization.

Recording lifecycle events and proofs on-chain enhances
immutability and non-repudiation, but increases the number of



TABLE II
DESIGN-DECISION-CENTERED MAPPING FROM REFERENCE ARCHITECTURE REQUIREMENTS (RARS) TO PATTERNS AND AFFECTED MODULES

(EXCERPTED RARS IN THE PAPER; FULL RAR SET FROM THE REQUIREMENTS DIAGRAM).

Design Decision Addressed RARs Patterns / Practices Affected Modules
DD-01: Adopt a proxy-based
multi-tier architecture (introduce
an intermediary service layer for
batching, buffering, policy enforce-
ment, and integration; discourage di-
rect dApp-to-ledger access)

RAR-010, RAR-Q01, RAR-
Q05, RAR-Q07, RAR-Q09

Proxy pattern; transaction
batching/buffering; integration gateway

Front-end module; Proxy module;
(interfaces to) Storage module

DD-02: Use a hybrid on-/off-chain
document storage strategy with
pluggable backends (store minimal
proofs on-chain; persist full docu-
ments and rich metadata off-chain;
support multiple storage technolo-
gies)

RAR-001, RAR-002, RAR-
011, RAR-012, RAR-Q06,
RAR-Q08

Off-chain storage pattern; hash
anchoring; adapter pattern for storage
providers; oracle pattern (controlled
on/off-chain interaction); content-
addressable storage (e.g., IPFS)

Storage module (off-chain storage sub-
module + Blockchain sub-module);
Proxy module

DD-03: Anchor document in-
tegrity/authenticity and eviden-
tiary verification on-chain (commit
document proofs on-chain; enable
verification and audit trails; prevent
fraud and ensure uniqueness)

RAR-005, RAR-008, RAR-
009, RAR-Q02, RAR-Q06,
RAR-Q10

Tokenization (e.g., NFT/credential-as-
token); embedded permission; signa-
ture/timestamp anchoring; revocation
registry;

Blockchain module (smart contracts);
Verification service / dashboards;
(interfaces to) Off-chain storage

DD-04: Establish a decentralized
trust and governance model (re-
duce reliance on trusted third parties;
define participation, consensus, and
governance rules)

RAR-Q04, RAR-Q05, RAR-
Q07, RAR-Q08

Decentralization design (per-
missioned/permissionless, partial
decentralization); consensus protocol
selection; fault-tolerant deployment
practices

Blockchain module (blockchain network
/ consensus component); governance
processes

DD-05: Provide a dedicated iden-
tity and access management ca-
pability (register/revoke entities and
issuers; enforce authorization consis-
tently across proxy and contracts)

RAR-007, RAR-Q09, (sup-
ports RAR-Q03)

role-based access control/ attribute-
based access control; on-chain iden-
tity/issuer registry; contract registry for
trusted issuers; key management prac-
tices

Proxy module (identity management
component); Blockchain module (smart
contracts, authorization checks)

DD-06: Implement confidentiality
and privacy controls as first-class
mechanisms (protect document con-
tent, metadata, and user privacy
while preserving verifiability)

RAR-006, RAR-Q03, RAR-
Q09

Encryption; selective disclosure;
anonymization/pseudonymization;
policy concealment; secure key
handling

Proxy module (identity management
component); Storage module (off-chain
encryption + access mediation)

DD-07: Encode document lifecy-
cle workflows and automation via
smart contracts (workflow states,
approvals, signing requests, condi-
tional issuance, automation)

RAR-004, RAR-013, RAR-
014, (supports RAR-Q10)

Smart contract workflow/state machine
patterns; event-driven architecture; con-
tract modularization; automation rules

Blockchain module (workflow contracts);
Proxy module (workflow orchestration);
Front-end (workflow UI)

transactions and, therefore, potentially the costs. As a result, a
trade-off between decentralization and costs is observed. Given
that document signing and management are facilitated by the
proxy module (design decision 01), trust in the proxy module
is established. Alternatively, users could sign and submit trans-
actions directly for documents, preserving decentralization but
increasing complexity and user responsibilities.

Consequently, this design decision couples the blockchain
module with the proxy module, especially for transaction
submission and identity management, which are orchestrated
at the proxy module level. This tight coupling enhances
operational control and compliance by accepting a constraint
in architectural flexibility.

D. High-level Architectural Overview

Drawing from the design decisions presented in Table II
and discussed in the prior subsections, we present in Fig. 7
the first iteration of a high-level overview of our reference
architecture for blockchain-based document management sys-
tems, rigorously and transparently derived. This first overview

Fig. 7. Overview of the high-level reference architecture with modules traced
back to reference architecture requirements

utilizes a block diagram with SysML elements, addressing the
logical view of the source code viewpoint [14]. We used the
«trace» relationship in the architecture overview, enabling
instant traceability between modules and reference architecture
requirements. For example, the proxy module fulfills the refer-
ence architecture requirement for performance and efficiency.



In turn, the proxy module uses the storage module, which con-
sists of a blockchain module and an off-chain storage module.
The blockchain module addresses the reference architecture
requirements for data integrity and authenticity. Similarly, the
off-chain storage module addresses the reference architecture
requirements for storage mechanisms and regulatory and legal
compliance.

V. PRELIMINARY ARCHITECTURAL EVALUATION

While we do not exhaustively evaluate the architecture, we
demonstrate how to reason about it using quality-attribute sce-
narios inspired by the Software Architecture Analysis Method
(SAAM) [37]. As an example, we discuss the quality attributes
of performance and scalability, along with the integrity and
authenticity of documents, as both pose central concerns for
the architecture.

1) Example Scenario: A Surge of Document Issuance:
Below, we outline a scenario to reason about the performance
and scalability of the system.
Scenario At the end of the final semester, an academic

institution must issue 800 digital certificates within a
short time window.

Affected quality attributes The scenario primarily addresses
scalability and throughput (RAR-Q07), integrity and au-
thenticity (RAR-Q02), and availability and robustness
(RAR-Q05).

Architectural elements involved The scenario involves the
front-end (interface for issuance), the proxy module, the
off-chain storage module, and the blockchain module. In
particular, design decisions 01, 02, and 03 are affected.

Scenario analysis The issuance surge is handled as a direct
scenario by the reference architecture. The proxy module
allows buffering and bundling of issuance requests in
batches, reducing the number of required transactions
and smoothing load peaks at the blockchain level. Full
certificate data is stored off-chain while the cryptographic
proofs (document hashes) are anchored on the blockchain.
This provides tamper-evident certificates and verifiability
without 800 dedicated on-chain storage operations. Iden-
tity and authorization checks ensure that only registered
issuers with proper authorization can issue certificates in
bulk.

Trade-offs The scenario underscores the trade-off between
performance and decentralization discussed earlier. By
shifting the proxy module’s processing and transaction
orchestration, we improve throughput and cost efficiency,
but reintroduce a partially trusted intermediary.

This SAAM inspired reasoning style demonstrates that the ref-
erence architecture can manage surge issuance while making
architectural trade-offs explicit.

VI. CONCLUSION, LIMITATIONS AND OUTLOOK:
ARCHITECTURAL EVALUATION AND INSTANTIATION

In this paper, we address the observed lack of architectural
rigor and traceability in blockchain-based architectures by
developing a reference architecture utilizing the ProSA-RA

method in the domain of blockchain-based document man-
agement systems.

Building on two prior systematic literature reviews, we
conducted an in-depth qualitative content analysis as part
of the requirements engineering process in the ProSA-RA
step architecture analysis. We identified 68 functional and 43
non-functional requirements, which were modeled in SysML
to ensure consistency, traceability, and structured validation.
Based on the modeling of relationships between requirements,
clusters emerged. From these clusters, we derived 24 reference
architecture requirements using a grammar-based specification
scheme, with an emphasis on traceability and linking to their
originating requirements. In the subsequent ProSA-RA step
(architecture synthesis), we developed seven design decisions
that address these reference architecture requirements, along
with supporting patterns. This leads to the first iteration
of a reference architecture for blockchain-based document
management, in which the key elements (proxy-based multi-
tier architecture, hybrid on- and off-chain storage, and on-
chain anchoring of document integrity and authenticity) are
rigorously and traceably derived.

We captured central trade-offs, including the blockchain
trilemma, i.e., decentralization versus performance, integrity
versus scalability, along with cost versus transparency. By
accounting for these trade-offs and their explicit, traceable
development, we contribute to a more disciplined, justifiable
architectural design process in the blockchain domain.

Our limitations are threefold. First, in our current setup,
we rely on academic literature to investigate requirements
and design patterns. While this provides a solid foundation,
industry viewpoints and practical experiences need to be inte-
grated into future development. Second, the evaluation of the
proposed reference architecture is based on a single scenario.
To allow a detailed evaluation of key quality characteristics,
we plan to conduct systematic architectural evaluation using
established methods such as Architecture Tradeoff Analysis
(ATAM) [38] in future work. At the same time, instantiation in
at least two disjunct domains for blockchain-based document
management systems (e.g., academic certificates and logistics)
is needed to reason about the generalizability of the reference
architecture. Third, the current reference architecture primarily
addresses the logical view of the source code viewpoint.
But the variability viewpoint as being specific for reference
architectures that captures which architectural elements are
fixed and which are variable across instantiations, needs to be
addressed in future work. For example, the blockchain module
exhibits variability in the choice between public and private
blockchain systems, a decision that has cascading effects on
the trust, governance, and performance trade-offs discussed
in DD-04. Additional architectural viewpoints, for example,
the crosscutting, runtime, or deployment viewpoint, need to
be addressed [14], [39] as well. Through these next steps, the
developed reference architecture can evolve into a robust, well-
grounded foundation for future blockchain-based document
management systems.
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